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SOFTWARE VERIFICATION: 

PAST, PRESENT & FUTURE 

(about verif, constraints and learning)

Sébastien Bardin (CEA LIST)
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ABOUT MY LAB @CEA
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• Interested in designing methods & tools helping to develop very

safe/secure systems

• Technical core

• Formal methods

• Logic and automated reasoning

• Application fields

• Software engineering

• Security 
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ME, MYSELF and I
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• Software Verification is highly successful

• Change the game in highly-regulated fields

• Start spreading to less critical fields

• Yet, not so much investigated by the AI community

• Goal of the talk: initiate discussion

• [past] a tour on software verification & formal methods

• [present] logic-based verification, an opportunity for CP

• [future] verification & machine learning
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THE TALK IN A NUTSHELL
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OUTLINE 

• Introduction

• [past] a tour on software verification & formal methods

• [present] logic-based verification, an opportunity for CP

• [future] verification & machine learning

• Conclusion
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BACK IN TIME: THE SOFTWARE CRISIS (1969)
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ABOUT FORMAL METHODS

Success in safety-critical
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Input model? 

A set of relevant behaviours

• Reachable states

• Traces (finite or infinite)

• Execution Tree

• …
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Specification? 
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Specification? 
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Algorithmic check? 

Problem is often undecidable

• Over-appaorximation

• Under-approximation

• Witness?

• Abstract Interpretation [1977, Cousot]

• Model checking [1981, Clarke - Sifakis]

• Weakest precondition calculi [197x, Hoare?]
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A DREAM COME TRUE … IN CERTAIN DOMAINS
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A DREAM COME TRUE … IN CERTAIN DOMAINS (2)
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Other successes

Compcert

SAGE
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Weakest precondition

• Inference of weakest precond wp

• Check that Precond => wp

Powerful & generic but

• Need annotations (loop invariants)

• Need powerful automatic solvers (or by hand)

• Complex properties/semantic: full of quantifiers!
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ABSTRACT INTERPRETATION 
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ABSTRACT INTERPRETATION (2)
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Model checking

(finite) Reactive systems spec = temporal logics

Check: graph & automata algos
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OUTLINE 

• Introduction

• [past] a tour on software verification & formal methods

• [present] logic-based verification, an opportunity for CP

• [future] verification & machine learning

• Conclusion
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The era of logic-based verification

Current big trend of verification: « reduction to logic »

• And let the automatic solver do its job

Fruitful

• Bug finding:

• Bounded model checking

• Symbolic execution

• Proof:

• k-induction

• Interpolation, pdr

Current state

• WP:  logic

• MC:  logic

• Ab.I: domains [+ logic] 
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Why now?  

Before 2000’s: thm provers adapted to maths, not verif

• No theory support (integers, arrays, etc.)

• No model generation

• Bad on complex boolean parts

• // full verif: need fixpoint or quantif + inductive pred.

And then comes the miracle: SMT  solvers

• Complex boolean part, multi-theories, models

• Very elegant ways to extend (developer)

• Easy to use (user)

• // quantifiers still possible, but not so good 

• WP: automation++

• MC: loop-free reasoning
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<aparté> SMT solvers

Usual setting 

• Quantifier-free formula

• Multi-theories T1 x T2 x …     // some restriction

• Arbitrary Boolean skeleton

• Goal = answer unsat or give a solution

Key 1: Nelson-Oppen combination

• /\-Solver(T) and /\-Solver(T’) => /\-Solver(TxT’)

• Based on equality propagation

Key 2: DPLL(T) 

• /\-Solver(T) => Solver(T)

• Interplay SAT-DPLL and T

• Propag & learning (atomic level) 



| 23Sébastien Bardin  -- Journée GT CAVIAR 2017

SYMBOLIC EXECUTION (2005)  

Given a path of a program

• Compute its « path predicate » f

• Solution of f  input following the path

• Solve it with powerful existing solvers
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SYMBOLIC EXECUTION (2005)  

Given a path of a program

• Compute its « path predicate » f

• Solution of f  input following the path

• Solve it with powerful existing solvers

Good points: 

• No false positive = find real paths

• Robust (symb. + dynamic)

• Extend rather well to binary code 
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CURRENT STATE  

New challenges

• New queries: optimization, solution counting, supersets of solutions, soft   

constraints, etc.

• New logics: fixpoint, come back to full quantifiers

• Theories: float and other large finite domains, memory, etc. 

• Limits of DPLL(T): lack of propagation, shallow combination
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AN OPPORTUNITY FOR CP!!  

• Constraint programming

• Good for: finite domains, propagation, optimization, soft constraints

• CP & verif: some pionniers

• Including A. Gotlieb, B. Marre, M. Ruher

• It works! 

• Some events: CSTVA, CP meets Verification, Dagstuhl seminar proposal

• In the following: a few results

• Bitvector theory [TACAS 2010, CPAIOR 2017]

• Float [Marre et al., winner of SMTComp 2017]

• Arrays [CPAIOR 2012, IJCAI 2017]
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BITVECTORS: the problem

SMT approach: bitblasting

• (preprocess then) SAT-reduction

• Pros: SAT solvers!

• Cons: miss high-level structure 
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BITVECTORS & CP: High-level encoding

BVs seen as first-class variables

• Several complementary domains

• Local propagation + Inter-domain reduction

• Global reasoning

• On-the-fly simplification rules

• Easy combination with bounded arithmetic

• BV  intervals

• BV  congruence

• …
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BITVECTORS: results <COLIBRI, B. Marre>  
• Fill a large part of the gap

• Complementary
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Floats: the problem
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Floats: High-level encoding, again [Marre et al.]  
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Floats: results <COLIBRI>  

SMTcomp winner 

• FP, FPBV

Also: AdaCore industrial examples

• FP + BV + integers
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Arrays: the problem

Why?  

• All containers (arrays, vectors, maps)

• Memory model

• NP-complete

• SMT solvers are not good

• No native notion of size
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Arrays & CP 

Any verification technique needs arrays

• Arbitrary indexes

• Arbitrary size, unbounded, unkown size

• Algos indep. from size

• Combination with bv, floats, integers, etc.

Arrays in CP 

• Cons: Fixed size, algo depend on size

• Pros:  cheap disjunctive reasoning
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Arrays & CP: proposal

Array reduction technique

• Input: extended array formula (size, extensionality, arbitrary combination)

• Output: equisatisfiable fixed-size array formula

• Optimized encoding (break symmetries)

• reuse existing CP algos

Key insights

• Ignore cells, focus on access

• Only = or =!= matters

• Implicit (dis-)equality encoding

• Isolate array reasoning from arith/bv/…

Steps

1. Purification

2. Size elimination

3. Index reduction

4. Size fixing
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Arrays & CP: proposal (2) 

• Array of size 2

• Unbounded

array
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Arrays: results

• CP can handle unbounded arrays

• Close gap with SMT

• Even better for small size



| 38Sébastien Bardin  -- Journée GT CAVIAR 2017

Summary

• Arrays: 

• Extend CP techniques to the unbounded case

• Keep advantage of the propagation

• Better than SMT on small-size arrays (common in verif)

• Bitvectors

• Propose a novel high-level approach

• Take advantage of propagation & domain combination

• Close the gap with SMT, complementary

• Floats [Marre et al.]

• Propose a novel high-level approach

• Take advantage of propagation & domain combination

• Won the 2017 SMTCOMP for FPA and FP+BV
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OUTLINE 

• Introduction

• [past] a tour on software verification & formal methods

• [present] logic-based verification, an opportunity for CP

• [future] verification & machine learning

• Conclusion
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TWO OPPOSITE WAYS OF LIFE …

• Verification

• Need clear specifications

• Deduction-based

• Strong guarantees

• Highly critical systems

• Machine Learning

• Need data

• Induction-based

• No guarantees (??)

• Not-critical systems (??)
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Machine Learning for Verification

The sad truth: verification is not that elegant & clean

Many dirty details needs to be set up

• Tools: likely-invariants, hints, parameters (verif vs bug finding – precise vs cost), etc.

• Solvers: which one? Choices of encoding? Parameters (+/- sat or unsat), etc.

Huge difference between expert & naive user

ML could be a key enabler for 

the adoption of verification Already a few examples

• Solvers: ML-based portfolio

• SAT Solvers: ML-based branching
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Verification for Machine Learning

The frightening truth: ML-enabled critical systems (cars, cobots, laws, etc.)

How to get the promise of ML and still keep strong safety?

• Dynamic programs

• Written in a strange way

• With no spec

Mimic what has been done for standard programs?

Verif could be a key enabler

for the adoption of ML in 

critical systems

Serious challenge!

• Spec?

• operational model + scale

• …
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OUTLINE 

• Introduction

• [past] a tour on software verification & formal methods

• [present] logic-based verification, an opportunity for CP

• [future] verification & machine learning

• Conclusion
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CONCLUSION 

• Software Verification is highly successful

• Change the game in highly-regulated fields

• Start spreading to less critical fields

• Not so much investigated by the AI community

• Yet, constraints & CP can already help verification

• Fruitful for both Verif & CP

• Futur: strong relations between Verif & AI? 

• AI for Verif --- Verif for AI

• In both case: new key enablers and new application domains
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