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Abstract

In a graph G = (V, E), a vertex v € V monitors an edge {u,u'} € E if {v,u} € E and {v,v'} € E. Given
an n-vertex graph G = (V, E), in which each edge is contained in at least one triangle, and an integer k, the
EDGE MONITORING problem consists in finding a set S C V of size at most k£ such that each edge of the
graph is monitored by at least one element of S. This problem is known to be NP-hard. We prove that it

is also W[2]-hard when parameterized by k. Using Bidimensionality Theory, we provide an FPT algorithm

oWk
running in time 2 (VEloslpay () -n for the weighted version of EDGE MONITORING when the input graph

is restricted to be apex-minor-free, in particular, it applies to planar graphs, and where we additionally
impose each edge e to be monitored at least w(e) times, and the solution to be contained in a set of selected
vertices.

Keywords: EDGE MONITORING, parameterized complexity, FPT algorithm, apex-minor-free graph,
treewidth, dynamic programming, Bidimensionality Theory.

1. Introduction

Sensor networks are increasingly used in the environment and industry thanks notably to the latest
developments in the field of wireless sensor networks in the last few years [I]. The need to observe, analyse
and control such type of area is essential to many environmental and scientific applications (e.g. measuring
pollution levels, detecting earthquake activity, military surveillance, home health care or assisted living...).
Anticipating security problems allows to protect the network from a variety of attacks. Many approachs have
been proposed to protect sensor networks [2 [3,[4]. In this paper we are interested in the EDGE MONITORING
mechanism for the security of wireless sensor networks. The basic idea of the EDGE MONITORING problem (or
watchdog technique) [, [6l [7] is to select some nodes as monitors in a given sensor network. These monitors
are employed for carrying out monitoring operations by listening promiscuously to the transmission of two
nodes. They can also perform basic operations of communication and sensing in the network.

The idea is illustrated in Figure [I] Each node in the network has a transmission range. The monitors
(or watchdogs) are placed in the intersection of the transmission ranges of the sending (S) and the receiving
(R) nodes. They monitor nodes by listening promiscuously to the transmissions of both nodes. When node
S forwards a message to R, the watchdog of this link verifies that node R also forwards the message. If R
does not forward the message, then it is misbehaving. Similar to this, monitoring nodes are able to detect
any malicious actions such as delaying, dropping, modifying, or even fabricated packets.

The EDGE MONITORING problem was introduced in sensor networks [7), 8] as self-monitoring. Self-
monitoring is an effective mechanism for the security of wireless sensor networks. Dong et al. studied
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Figure 1: An example to illustrate the EDGE MONITORING problem.

the problem by modeling the communication network as a unit disk graph (UDG) [9]. They propose a
polynomial-time approximation scheme for the problem in UDG graphs with a geometric representation [§].

In [10] 1T, 12], the authors concentrated on the system-level fault diagnosis of the network, especially
detecting node failures as self-protection. The authors of [7, 8] focused on the fundamental issue of designing
an edge self-monitoring topology, where every transmission link can be monitored by nodes within the
network. The problem of EDGE MONITORING can be defined from a graph-theoretical point of view as
follows. Let G = (V, E) be a graph, with |V| = n and |E| = m, and w : E — N a weight function on the
edges. We call w(e) the weight of the edge e. A node v € V can monitor an edge e € F if both end-nodes
of e are neighbors of v, i.e., e together with v form a triangle in the graph G. An edge monitoring of G
with weight function w is a set of vertices such that each edge e of the graph is monitored by at least w(e)
vertices of the set. The size of an edge monitoring is the number of monitors in the set.

In this paper, we study the EDGE MONITORING problem from the perspective of parameterized complex-
ity; see [13],[14], 15]. Parameterized complexity can be seen as a refinement of classical complexity theory in
which one takes into account not only the total input size n, but also other aspects of the problem encoded
in a parameter k. It is studied as an approach to the exact resolution of NP-complete problems. Fized-
Parameterized Tractable (FPT for short) algorithms are used to solve combinatorial optimization problems,
including graph algorithms. A problem defined on an n-vertex graph is fized-parameter tractable with re-
spect to a parameter k if it can be solved in FPT-time, i.e., in time f(k)-n®®), for some computable function
f. To the best of our knowledge, the use of parameterized complexity for solving sensor networks problem
like EDGE MONITORING has never been done before.

This paper is organized as follows: in Section [2| we introduce some basic definitions and recall the
definition of the EDGE MONITORING problem. In Section [3] we prove that the EDGE MONITORING problem
is W[2]-hard when parameterized by the size of the solution. In Section 4| we present two algorithms that

solve a more general problem, namely WEIGHTED EDGE MONITORING. The first one solves the version
O(tw?1
of the problem parameterized by the treewidth in time 2 (b log iz () n where tw is the treewidth

of the input graph and w : E — N is a weight function such that each edge e should be monitored w(e)

times. The second one solves the version of the problem parameterized by k, the size of the solution, in time

oWkl
2 (VElos(rzg «()) -n when the input graph is apex-minor-free, in particular, when it is planar, by using

Bidimensionality Theory [16} 17, [18]. Section 5 concludes the paper.

2. Notation and preliminaries

In this section we introduce some basic definitions. All the graphs we consider are undirected and contain
neither loops nor multiple edges. In this paper, a graph is triangulated if any edge is in at least one triangle.
We denote by V(G) the set of vertices of a graph G and by E(G) its set of edges. Let G = (V, E) be a graph
and V' C V. We denote by G[V’] the subgraph of G induced by the vertices V’. We define the neighborhood
of a vertex v as the set N(v) = {c € V|{c,v} € E}. We say that ¢ monitors a vertex v if ¢ € N(v). We

2
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define the neighborhood of an edge {a,b} € E as the set N({a,b}) = {c € V|{c,a} € E,{c,b} € E}. We say
that ¢ monitors an edge {a,b} if c € N({a,b}).

(/)

-

T ) )
\e

=4

Figure 2: The triangulated grid I's.

Let k be an integer. The triangulated grid of size k is the graph I'y, = (V4, Ex) such that Vi, = {¢; ;|1 <
i,j S k} and Ek = {{&,j,gi-&-l,j}‘l S 7 S k — 1,1 S ] S k} U {{Ei,ygi,j—i—l}ll S ) S k,l S j S k — 1} U
i ey ks e H1 < 3 < kY U{{li1,le i}, {lin, lre}|1 < i<k} Note that I'y is triangulated. For
an illustration, the graph I's is depicted in Figure [2| If ig, jo € {1,...,k — 1}, we call the square (ig, jo) of
Fk the set {eio,j0,£i0+17jo7Zio,jo+17£io+1,jo+1} and the diagonal (io,jo) the edge {Zi0+1,j07£i0,j0+1}-

Let G = (Vg, Eg) and H = (Vy, E) be two graphs. We say that H is a contraction of G if we can
partition Vi into |Vi| sets (Ry)uev, such that for all w € Vg, R, is not empty and G[R,] is connected,
and such that {u;,us} € Eg if and only if there exist v; € R,, and vy € R,,, such that {v1,v2} € Fg.

Treewidth. A tree-decomposition of width w of a graph G = (V, E) is a pair (T,c), where T is a tree and
o ={B:|B: CV,t € V(T)} such that:

* Uievin Be =V,

e For every edge {u,v} € F there is a t € V(7)) such that {u,v} C By,

e B, N By C B; for all {i,j,k} C V(T) such that j lies on the path ¢...kin 7, and

* maX;ey (1) |Be| = w + 1.

A tree-decomposition rooted at a node t, is nice if the following conditions are fulfilled:

L4 Bt,« = wa

each node has at most two children,

for each leaf t € V(T), B; = 0,

if t € V(T) has exactly one child ¢, then either

— B; = By U {v} for some v ¢ By and this node is called an introduce vertez, or

— By = By \ {v} for some v € By and this node is called a forget vertex, and

if t € V(T) has exactly two children ¢’ and ¢’, then B; = By = By». This node is called a join vertez.
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The sets B; are called bags. The treewidth of G, denoted by tw(G), is the smallest integer w such that
there is a tree-decomposition of G of width w. When context is clear we will use the notation tw instead
of tw(G). An optimal tree-decomposition is a tree-decomposition of width tw(G). Moreover, if we have a
tree-decomposition, then we can build a nice tree-decomposition of G with the same width in polynomial
time [19)].

In the paper we are interested in the following problem:

EDGE MONITORING
Input: A triangulated graph G = (V, E) and an integer k.
Output: A set S CV of size at most k such that Ve € E, SN N(e) # 0.

Note that we restrict EDGE MONITORING to apply only on triangulated graph. Indeed if the graph is
not triangulated, then we can directly answer that the problem has no solution. This restriction is no big
deal because if the graph is not triangulated then, in practice, either we add sensors that cover the edges
that are not in a triangle or remove the edges by forbidden the communication by these edges.

3. W|[2]-hardness of EDGE MONITORING when parameterized by k

In this section we show that the problem is W2]-hard when parameterized by the size of the solution.
In order to prove that, we reduce from RED-BLUE DOMINATING SET, which is known to be W[2]-hard [13].

RED-BLUE DOMINATING SET
Input: A graph G = (V, E), a partition (V;, V3) of V, and an integer k.
Output: A set S CV, of size at most k such that Yo € V,., SN N(v) # 0.

Theorem 1. EDGE MONITORING is W[2]-hard parameterized by the size of the solution.

Proof: Let G = (V, E) be a graph, let (V,,V}) be a partition of V, and let k be an integer. We want to
solve RED-BLUE DOMINATING SET on (G, V,., V4, k). Without lost of generality, we can assume that there
is no isolated vertex.

We construct from (G, V., V4, k) the graph G’ = (V/, E’) as depicted in Figure|3] Formally, V' =V U
VIUV, where V/ = {v*|v € V,}, V! = {vtv € V. }U{v? v € V. }, V, = {a%, 0%, chli e {1,2},5 € {1,2,3}}, and
E' = {{v},v?}v € V,JU{{v®, w'}[{v,w} € E} U{{2?, w2}|{v w} € EYU{{d},v'}i € {1,2},j € {1,2,3}} U
{{al, oP}i € {1,2}, € {1,2, 31 0{{ai, ai, i € {1,2},7,5" € {1,2,3},5 £ ' YUt{al, bi} {ai, ci}, (b1, i i €
{1,2},7 € {1,2,3}}.

We now show that solving RED-BLUE DOMINATING SET on (G, V,., V4, k) is equivalent to solving EDGE
MONITORING on (G’,k + 18). Let S be a solution of RED-BLUE DOMINATING SET on (G, V., V4, k). Let
S" = {v’|v € S} UV,. Then §' is a solution of EDGE MONITORING on (G’ k + 18). Indeed, |S’| < k + 18
by definition of S and V,. Let e € E'. If e = {v!,v%} with v € V,, then by definition of S, there exists
t € S that is neighbor of v in G, so t* monitors e in G’. If e = {v®, w!} with v € V}, and w € V., then a}
monitors e. The same happens if e = {v, w?}. If e = {a},v'} then a; 4 4,, monitors e. As {a{,a},a}}
is a triangle where all the vertices are in S’, all the edges are monitored. The same happens for the triangles
{aj,b;,cj} ie€{1,2}, 5 €{1,2,3}.

Now let S’ be a solution of EDGE MONITORING on (G',k 4 18). For each i € {1,2} and j € {1,2,3},
the edges {aJ, ]} {aj, j}, and {b}, J} can be monitored only by the vertices cj, b}, and aé. respectively.
So they need to be in S’. One can check that the only edges not monitored by V are the edges of the form
{v',v?}, and by construction of G’ the only vertices that can monitor them are vertices from V;. It directly
follows that S = {v € Vj|v® € S’} is a solution of RED-BLUE DOMINATING SET on (G, V., Vj, k). O
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Figure 3: EpGE MoNITORING gadget. In the figure, the vertices u?, v?, w?, d', e!, and f! are connected to the three vertices

ai, al, and a}% like ub and d* are, and the vertices u®, v*, w®, d2, €2, and f? are connected to the three vertices a?, a3, and a2
like w® and e? are.

4. Fixed-parameter algorithms for EDGE M ONITORING

In the following, we will present algorithms that solve the EDGE MONITORING problem. The first one
is parameterized by the treewidth of the input graph and the second one, based on the first one, uses
Bidimensionality to solve EDGE MONITORING parameterized by the size of the solution when the input
graph is apex-minor-free. In order to be as general as possible, we will solve a more general problem, namely
WEIGHTED EDGE MONITORING.

WEIGHTED EDGE MONITORING

Input: A triangulated graph G = (V, E), an integer k, a set M C V, and a weight
function w: B — {1,...,k}.

Output: A set S C M of size at most k such that Ve € E, |[SN N(e)| > w(e).

In this version, we allow only some selected monitors to be in the solution, and we impose that each edge
is monitored by at least a given number of monitors.
From Theorem [T} we directly obtain the following.

Corollary 1. WEIGHTED EDGE MONITORING is W[2]|-hard parameterized by k.

We now focus on the algorithms. First we present an FPT algorithm parameterized by the treewidth.

Lemma 1. Let G = (V, E) be a graph, k be an integer, M be a subset of V, and w : E — {1,... k} be a

O(tw?:1 :
weight function. WEIGHTED EDGE MONITORING on (G, k, M,w) can be solved in time 2 (b log(ipzy w()),

n, where tw is the treewidth of G.

Proof: Let G = (V, E) be a triangulated graph, k be an integer, M be a subset of V, w: E — {1,...,k} be
a weight function, and (7, 1) be a nice tree-decomposition of G rooted at a node ¢, of width tw.

5
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For each t € V(T), we denote by V; the set of vertices of all descendents of ¢, G; = G[V;], and E; =
E(G[By])- Note that this graph may be disconnected.

We use a dynamic programming approach. The table we store at a node ¢ will contain elements of the
form (X,Y,p), where X C B, is the set of chosen vertices in B; for this solution, Y C F; x N is the set of pairs
(y,m) where the edge y still needs to be monitored m times in G, and p is the number of vertices we already
have chosen. We will keep such an element in the table, if there exists a solution S of our problem of size at
most k such that SNB; = X, |SNV;| < p, SNV; monitors all the edges of E(G;)\ {y|3m e N: (y,m) € Y},
and for each (y,m) € Y, SNV, monitors w(y) — m times the edge y. Formally, if H = (V},, E;,) is a graph,
BCV,,XCB,andY C E(H[B]) x{1,...,k}, we define sol(H, B, X,Y, p, M) = true, if and only if there
exists a set S C Vj, N M of size at most p such that for each (e,m) € Y, |[SNN(e)| = w(e) —m, and for each
e€ Ep\{y|3m eN: (y,m) e Y}, |SNN(e)| =w(e), and SN B = X. We define the table we store at each
node t € V(T) to be R; = {(X,Y,p)|X C B:,Y C E(G[By]) x {1,...,k},s0l(G¢, B, X, Y, p, M),p < k}.
Note that there is a solution of our problem if and only if R; # (). For convenience, if (X,Y,p) € R; and
(X,Y,q) € R, with p < ¢ then our algorithm will keep only (X,Y,p), as the other entry is not relevant. Let
t € V(T). We can compute R; as follows:

e If ¢ is a leaf then Gy = (0,0) and Ry = {(0,0,0)}.

e If ¢ is an introduce vertex v and v € M, let ¢ be its child. Then R; = {(X U {v},{(y,m — |[N(y) N
{v})(y,m) € Y} U {({v,w},m)|w € By, {v,w} € E,m' = max(w({v,w}) — |[N'{v,w} N X|,0)},p+
DI(X,Y,p) € Re,p+1 < k}U{(X,) Y U{{v,w},m")|w € B, {v,w} € E;m' = max(w({v,w}) —
IN{v,w} N X[,0)},p)|(X,Y,p) € R}

e If ¢ is an introduce vertex v and v € M, let ¢’ be its child. Then R; = {(X,Y U {({v,w},m')|w €
B, {v,w} € E;m' = max(w({v,w}) — |[N'{v,w} N X[,0)},p)|(X,Y,p) € R }.

e If ¢ is a forget vertex v, let ¢’ be its child. Then R; = {(X \ {v}, Y \ {({v,w},0)|w € By, ({v,w},0) €
Yhp|(X,Y,p) € Ry,Vwe X,;me {1,...,k}: ({v,w},m) € Y}. Note that if v ¢ X then X \ {v} =
X.

e If ¢ is a join vertex, let ¢’ and ¢” be its children. Then R; = {(X' U X", {(y,m)|(y,m’) €Y', (y,m") €
Y//,m — m/ _"_m// _w(y) + |N(y) m (X/ mX//)|}7p/ +p// _ |X/ mX//|)|(X/’ Y/7p/) c Rt’, (X//7 Y//7p//) c
Ry p' +p" — X' N X" < k}.

Forall t € V(T), if (X,Y,p) € Ry then X C By and Y C F; x {1,... , max w(e)}. Note that if (y,m) and

(y,m’) are in Y with m < m’, then we need to keep only (y, m). So we can see Y as a subset of all functions
tw2-log(mea}§< w(e))

w?-log(max w(e
E, — {1,...,maEx w(e)}. We obtain that |Y| < 2 . Thus, |R| < 2tW . o' Bl )). So
ec
O(tw?-log(max w(e
we can solve EDGE MONITORING on (G, k) in time 2 (b losg (D) ‘n O

If G is apex-minor-free, then, there exists a constant a, depending only on the apex-graph, such that
|E| < a|V| [20]. In particular, it implies that in the previous complexity analysis, if G is apex-minor-free,
then Y is of size at most a|V| - log(maé( w(e)). This directly gives the following lemma.

ec

Lemma 2. Let G = (V, E) be a apez-minor-free graph, k be an integer, M be a subset of V, and w :

E — {1,...,k} be a weight function. WEIGHTED EDGE MONITORING on (G, k, M,w) can be solved in time
O(tw-log(max w(e)))
2 e€E .

Theorem 2 (|21]). There exists a constant ¢ such that for every apex-minor-free graph G and every integer
k such that k < %, the triangulated grid Ty is a contraction of G.

Theorem 3. Let G = (V, E) be a apex-minor-free graph, k be an integer, w be a weight function w : E —
{1,...,k}, and M be a subset of V. WEIGHTED EDGE MONITORING on (G, k), can be solved in time
20(ﬂ~log(g1§ w(e)) n
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Proof: Let G = (V, E) be a apex-minor-free graph and k be an integer. Assume first that tw > c(2[/(k + 1)]+
2). By Theorem F(ﬂ\/MWJr?) is a contraction of G. Let L = {¢; ;]i,j e N,1 <i,5 < (2[\/(k+1)]+2)}
be the vertex set of P(2f\/@1+2)’ and let M be its edge set. Let (Ry,)ucr be a partition of V such that
for all w € L, R, is not empty, G[R,,] is connected, and such that {u;,us} € E(F(Z[\/M]H)) if and only

if there exist v; € R,, and vs € R,, such that {v;,ve} € E.

Consider the [v/k + 1]2 squares (2i,25), for 1 <i < [vk+1] and 1 < j < [k + 1]. For simplicity we
denote by Q;; the square (2i,2j). The selected squares are illustrated in Figure By construction, the
squares (Q; ; are pairwise vertex-disjoint. For each 4, j, we arbitrarily choose e, ; = {a; j,b; ;} € E such that
a;; € Roit1,25 and b; ; € Ry 2541- We denote by e; ; the representative edge of Q; ;. The edge e; ; can be
monitored only by an element of Ry, ,. U Ry, ,,,, U R\, URe,, ., ,,.,, because the other ¢; j are not
connected to both fg; 4125 and £3; 2;41. Thus, there are no two distinct representative edges in G that can
be monitored by the same vertex of G. This means that the solution should be of size at least k + 1, that
is the number of squares we had consider. As we ask for a solution of size at most k, then we can safely
answer that there is no such a solution.

Now assume that tw(G) < ¢(2[/(k+ 1)] +2). By Lemma we know that there is an algorithm in time

HObw) log(max w(e))) O(VElog(max w(e)

-m to solve the problem. In particular, this algorithm runs in time 2
O

5. Conclusion and further research

In this paper we studied the EDGE MONITORING problem under the approach of parameterized com-
plexity. We showed that, in general graphs, we are unlikely to be able to solve our problem in FPT time
when parameterized by the size of the solution. We used Bidimensionality to show that if the input graph
has the topological restriction to be apex-minor-free, then our problem can be solved in time 20(Vk) . .

We even show that the weighted version of the problem, WEIGHTED EDGE MONITORING, can be solved

Okl
in a similar time, i.e., in time 2 (VEos(pag « (<)) -n, when the input graph is apex-minor-free. A natural

extension is to consider H-minor-free graphs for a general graph H, not necessarily an apex graph, and even
the larger classes of H-topological-minor-free graphs".

Sensor networks can be modeled by many classes of graphs. Some of them can be modeled by planar
graphs, that are also apex-minor-free, but there are other interesting classes of graphs that correspond to
real sensor networks. For instance, unit disk graphs constitute a model for wireless sensor networks [9] [22].
It is currently not known whether FPT algorithms exist for this class of graphs.
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