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Problem & Motivation

e How much can we trust digital visual content?

e visual signals are the preferred means to get access to
information

— immediacy : images are a fundamental part of web-
documents

— supposed objectivity: it is still common for people to trust
what they see, rather than what they read.
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Motivation

e When observing an image or a video on a web site, often
people do not realize that such media have undergone a long
series of transformations before appearing in its current form.
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Problem & Motivation

e We are living in a world where seeing is no longer believing —
the technology that allows for digital media to be
manipulated and distorted is developing at break-neck
speeds.

e With the advent of high-resolution digital cameras, powerful
personal computers and sophisticated photo-editing software,
the manipulation of photos is becoming more common.

e The use of a fake image - image of a scene that wasn't

captured as the image would imply —is common in several
fields.
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Problem & Motivation: gossip

e 2007: The French Magazine Paris Match altered a photograph
of French President Nicolas Sarkozy by removing some body
fat. The magazine said it had tried adjusting the lighting on
the picture. “The correction was exaggerated during the
printing process,” the magazine said.
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e After it came to light that a
September 2013 photo of
the conflict in Syria had
been modified to remove a
video camera that was
visible in the frame, the
Associated Press
terminated its relationship
with Pulitzer-prize-winning
freelance photographer
Narciso Contreras.
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Problem & Motivation: propaganda

e July 2008: the image of an
Iranian missile test, coming
from the web site of the
media arm of Iran's
Revolutionary Guards,
appeared on the front page
of many major newspapers.

e After the publication of this
photo, it was revealed that
the second missile from the
right was digitally added to
the image in order to conceal
a missile on the ground that
did not fire.
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/ Published image
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Authentic image
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Manipulations
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Problem & Motivation: sport

 February 2011: Spanish sports newspaper AS published this
photo as evidence of an offside violation in a match between
Spanish teams Athletic Bilbao and Barcelona.
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Problem & Motivation: sport

 The original shows that a defender had been digitally
removed from the photo, and thus no violation occurred.

e AS apologized saying that it was caused by an infographics
error.

Manipulated image and original one
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Problem & Motivation: commercial

 Photo retouchers can dramatically alter a person’s
appearance.

Kee E , Farid H PNAS 2011:108:19907-19912 13
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Problem & Motivation: fashion

 Photo retouchers can subtly alter a person’s appearance.

photo
editing
[before
(top row)
and after
(bottom
row)].

Kee E , Farid H PNAS 2011:108:19907-19912 14
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Problem & Motivation: scientists

e Also the scientific community has been
experiencing the ease of image manipulation in
journal publications.

 |Impact of image processing software in science
was addressed in 2005 in an article in journal
Nature: in 1990, 2.5% of contentions examined
by the U.S. Office of Research Integrity, which
monitors scientific misconduct, involved suspect
scientific images. By 2001, the trend was
impressively increasing reaching nearly 26%.
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Problem & Motivation: CG or Real ?

e |tis becoming everyday most difficult to distinguish computer

http://area.autodesk.com/fakeorfoto/challenge
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Well...
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Image history

 Asshown by all the presented examples, the growth in image
and video tampering is having a significant impact in our daily
life and in our society.

e Thus, there is an ever increasing interest in processing tools
supporting the authentication of the image history

19
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Image history verification

Available tool for the analysis of image history and integrity:
* Visual analysis of the image content

e Analysis of the image file

* Analysis through processing techniques of the image content

20
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R

e Qur perception is the first line of
defense at identifying fake
Images.

* Look at this example:

— The cat is obviously too big.

— The man should have leaned
backwards more to properly hold a
cat of this weight.

21
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Visual analysis of the image content

e But our perception can fail
to detect a fake image if
there is no cause for
suspicion:

e photorealistic computer
graphics rendered using
Autodesk 3-D Max Studio.

e Expertise is needed to
detect well done
modifications
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Analysis of the image file

Malke Canan
=>| |Model Canon PowerShot Aa0
1 . Qrientation tap, left side
Image flle CompOSEd by' ¥ Resolution 1Bplil dots perinch
e Header with Metadata = e
. . DatelTime 2000:01:2504:41:26
“description of the content” Shufier SpeedValue 1132 sec
Aperture Walue Fa.6
— Exposure Bias Value 1]
° Data - BuTJjectDiStance 1.684 metres
3 ” etering Mode enterweighted average
Image Samples rIi'nlatsh e Euﬂtashﬂrgzt : ’
o e
e Image formats 10[10[10[10[10[10[10[10
e JPEG (lossy compression) \1“ 10({10|50|50|10|10|10
e TIFF (lossless compression) WD 50/90/90{50]1010
10(50(90/90|20|90/50|10
* RAW (no standard) 10/50(90/90/90|90|50[10
10(10(50|90(90|50(10(10
10(10({10(50|50(10|110{10
10(10(10|10|10|10/10|10
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Image metadata

e Some metadata is written by the camera and some is input by
the photographer and/or the editing software.

e Mostly used: EXIF or EXchangeable Image File Format

— Established by JEIDA (Japan Electronic Industry Development
Association http://it.jeita.or.jp/jhistory/index-e.htmil)

— The metadata tags defined in the Exif standard cover a broad
spectrum of information

24
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EXIF: important data

e Camera brand and model

e Date/time acquisition
 Date/time of last modification

* Image Processing Software used
e JPEG guantization table

e All these data can thus be used to understand the history of
the image; let’s see in detail the content of EXIF data.

25
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EXIF data

e Let’s consider the EXIF of this JPEG image:

™ IMG_2290.JPG

= asaw | 000 GF) (O

Path: Cilsers\piva\Desktop
WIGO

Filename: IMG_2290 JPG
Dimensions: 4272 x 2848, 72dpi
File Size: 4606768 byte

Create Time: 2012-01-31
18:27:00

Write Time: 2011-02-27 17:14:24

ser Comment:

Alessandro Piva

Make
Model
Crientation

X Resolution
¥ Resolution

Resolution
Date Time

& YCbCrPosition

s Exif IFD Pointer
= camera
Exposure Time
F Mumber
Exposure Prog...

S0 Speed Rati...

Exif Version
Date Time Orig...

Meaning

Canon
Canon EQS 450D

Offset 196

11607

F5.6

Portrait mode

400

Version 2.21
2011-02-27 16:14:23

Tag

010F
0110
011z
011A
0118
0128
0132
0213

a7649

8204
8290
8822
8827
8000
9003

1610

Exif Mame

Make

Model

Orientation
XResolution
YResolution
ResolutionUnit
DateTime
YCbCrPositioning

ExifIFOPointer

ExposureTime
FMumber
ExposureProgra...
[S0O5peedRatin...
ExifVersion
DateTimeOriginal

Type

ASCI
ASCIH
SHORT
RATIOMNAL
RATIOMNAL
SHORT
ASCI
SHORT

LOMNG

RATIOMNAL
RATIOMNAL
SHORT
SHORT
UMDEFIM...
ASCI

Count

* 6
*15

N T Y

20

20

]

SN L R L S = R =

20
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EXIF data

e |took the original image and resized it to 50%, that is from
4272x2848 pixels to 2136x1424 pixels by using the GIMP

image processing tool.
e The image was then resaved in JPEG format.

 Let’s now check the EXIF of the new image.

27
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EXIF data

e Date of last modification changed, differ?nt from acquisition one

/

™ IMG_2290b.JPG

Entry Meaning Exif Mame Type Count = Byte 5i...
= Image

Make Canon Make ASCI *B 6
Model Canon EOS 450D Model ASCII *15 15
Crientation top/left Crientation SHORT 1 2
X Resolution 72 XResolution RATIOMAL 1 8
¥ Resolution 72 YResolution RATIOMNAL 1 8
@ — @ @ @ @ Resolution Unit ResolutionUnit SHORT 1 2
Path: Cillsers\piva\Deskiop Date Time DateTime ASCI 20 20
WIGOL & YCbCr Position.. YCbCrPositioning SHORT 1 2
Filename: IMG_2290b.JPG €& Exif IFD Pointer Offset 180 ExifiFDPointer LOMG 1 4

Dimensions: 2136 x 1424 72dpi = Ccamera
E':zjl_,‘;lﬂj 12%'1:20”};'31 Exposure Time /607 ExposureTime  RATIONAL 1 3
19:02:55 F Mumber F5.6 Frumber RATIOMAL 1 8
Write Time: 2012-01-31 19:02:56 Exposure Prog...  Porrait mode ExposureProgra... SHORT 1 2
S IS0 Speed Rati.. 400 IS0SpeedRatin..  SHORT *q 2
Exif Version SeFsTOM 2. Exifersion UMDEFIM... 4 4
Date Time Ofg... 2011-02-27 16:14:23 DateTimeOriginal ASCII 20 20
Date Time Digits—_2011-02-27 16:14:23 DateTimeDigitiz.. ASCII 20 20

28
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EXIF data

™ IMG_2290b.JPG

-

L

=) a27% |@ 0 ) (D)

L LA A S

Path: Cilsers\piva\Deskiop
WIGOH

Filename: IMG_2290b JPG
Dimensions: 2136 x 1424, 72dpi
File Size: 2061205 byte

Create Time: 2012-01-21
19:02:55

Write Time: 2012-01-31 19:02:56

Lser Comment:

Alessandro Piva

W image size

16M10  Exif Mame Type Count = Byte Si...
ADDZ 40962 ExifimageWidth SHORT 1 2
Exif Ima ADD3 40963 ExifimageHeight  SHORT 1 2
s Interoperability ... Offset 8970 AD0S 40965  Interoperabilityl...  LOMNG 1 4
Focal Plane X ... 4865604 AZDE 41486 FocalPlaneXRe.. RATIOMNAL 1 8
Focal Plane Y ... 4876712 AZOF 41487 FocalPlaneYRe.. RATIOMNAL 1 g8
Focal Plane Re... inch AZ210 41488 FocalPlaneRes.. SHORT 1 2
Custom Rende... MNormal process A401 41985 CustomRende.. SHORT 1 2
Exposure Mode Auto exposure A402 41986 ExposureMode SHORT 1 2
White Balance Auto white balance A403 41987 WhiteBalance SHORT 1 2
Scene Capture ... Mormal A406 41990 SceneCapture... SHORT 1 2
= Interoperability

Interoperability ... ExifR98 0001 1 Interoperabilityl...  ASCII * 4

Interoperability ...  Version 1.0 0002 2 Interoperability... LIMDEFIM...

= Thumbnail Info
& Compression JPEG Compressed (Thum... 0103 259 Compression SHORT 1 2
X Resolution 72 01MA 282 XResolution RATIOMAL 1 8
¥ Resolution 72 01MB 282  YResolution RATIOMAL 1 2
Resalution Unit  inch 0128 296  ResolutionUnit SHORT 1 2
29
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EXIF data: can we trust them?

Not a maintained standard

Most image editors damage or remove the Exif metadata to
some extent upon saving.

The standard defines a proprietary and manufacturer-specific
MakerNote tag, which allows camera manufacturers to place
any custom metadata in the file.

Standard only for TIFF or JPEG —no provision for a "raw" type
which is a direct data dump from the sensor device.

Many cameras also capture video, but no Exif provision for
video files.
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EXIF data: can we trust them?

e Exifis very often used in images created by scanners, but the
standard makes no provisions for any scanner-specific
information.

 Photo manipulation software sometimes fails to update the
embedded thumbnail after an editing operation.

e There is no way to record time-zone information along with
the time, rendering stored time ambiguous.
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EXIF data: can we trust them?

e The are several free tools such as ExifTool or Opanda Power
Exif that allow to remove or modify the Exif tag, so it is
possible to hide the presence of modifications into the image.

Conclusion:

e only the analysis of EXIF tag does not prove if the image is
authentic.

32
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Tools for image authentication

e Scientific community is very active in this field,
coming up with several methods for
authentication and integrity verification of
digital images.

e approaches divided into active and passive
techniques.

33
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Tools for image authentication

e Active approaches require that the acquisition
device generates some information added to
the digital image.

e Passive techniques just analyze the digital
image as it is, without any a priori
information.

34
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Tools for image authentication

Active approaches:
Cryptographic Digital Signature:

— Extract features for generating authentication signature at
source side and verify image integrity by signature
comparison at the receiver side.

e Fragile Digital Watermarking

— Insert a digital watermark at the source side and verify
watermark integrity at the detection side.

35
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Active Approaches

e Effective if we have:

— A specially equipped and trustworthy camera that inserts
the watermark or computes the signature

— A secure watermarking /signature algorithm
— A widely accepted watermarking / signature standard
— Watermark that does not degrade image quality

36
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Tools for image authentication

Passive or blind approaches

e Multimedia forensics
— A branch of forensics

— Without any prior information, verifying whether an image is
authentic or not.

— Advantages:

* No need for watermark embedding or signature generation at the source
side.

* No need for a standard
* No need for a priori knowledge about the acquisition device

37
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Forensic Science: forensics

. use of scientific me thods-
fO rensics for gaining probative facts

(from physical or digital
~ evidences ) e

digital forensics analog forensics

P =

computer network  mobile multimedia
forensics forensics forensics forensics

38
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Digital Forensics

* |Inthe Report from the First Digital Forensic Research
Workshop (DFRWS) - 2001, was given the definition for the
Digital Forensic Science, so to include all the scientific
methodologies:

Digital Forensic Science
The use of scientifically derved and proven methods toward the preservation,
collection, validation, identiication, analysis, interpretation, documentation and
presentation of digital evidence derved trom digital sources for the purpose of
facilitating or furthering the reconstruction of events found to be cnminal, or
helping to anticipate unauthonzed actions shown to be disruptive to plannad
operations.

5] 39
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Multimedia Forensics

 Inherent traces — characteristic artifacts - (we define them as
digital fingerprints or footprints) are left behind in a digital
media during the creation and any other process.

e Conventionally, footprints are considered as undesired effects.
Considerable efforts spent to reduce these artifacts.

40
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Multimedia Forensics

We reverse this perspective completely:
footprints are not artifacts to remove
but
footprints are considered as an asset

i.e., a source of additional information about the multimedia
object history, which can be leveraged to reconstruct the
processing chain applied to the audio-video digital object.

e History of a digital content can be reconstructed by analysing
these traces

41
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Image Forensics

 Given a digital image, image forensics techniques try to
answer a number of forensic questions related to:
e source identification

— What is the origin of the image ?

— Developed techniques retrieve information on the source device at
different levels.

e integrity verification / tampering detection
Has the image suffered some processing ?

42
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Source identification

e Levell

L

= b
ﬁl . II

digital camera

— Which CLASS
of device?

scanner

cell phone
43
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Source identification

e Level?2

e We know the picture was taken by a camera...
— Which BRAND / MODEL ?

’ Coolpix P8O?
Nikon? S Coolpix S500?
Canon? =<

Pentax?

&4 Alessandro Piva
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Source identification

e Level3

— Which SPECIFIC DEVICE took the picture?

\ Which Coolpix P60?

45
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Tampering detection

* Image semantic content can be altered:

— By altering the colors or other features of an image through simple
image processing techniques like histogram modification or contrast
enhancement:

1994: the image of murderer
OJ Simspon which appeared
on the cover of the magazine
Time (right) was altered in
brightness and color to make
the subject look more
menacing. The original was
published by the magazine
Newsweek (left).
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Tampering detection

* Image semantic content can be altered:
— by removing undesired objects

— Forgers need to “fill” the region of the image from which the object
has been removed. A typical solution in this case is to copy a portion
of the same image and replace with it the void left from the deletion
(copy-move technique)

Original : : Tampered
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Tampering detection

* Image semantic content can be altered:
— by adding new content, usually coming from another image

— Image splicing consists of the composition of an image using parts of
one or more parts of images

Fonda Speaks To Vietnam
Veterans At Anti-War Ral

s e B R e Dol s el o i T E e )
e ey L s i e e e sy o 8 e S R
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Tampering detection

e Generally, when an image is forged, no visual artifacts are
introduced in the digital image and it is hard to disclose the
manipulation at simple visual inspection.

e However, the underlying image statistics are heavily affected,
thus allowing forgery to be treacable.

49
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Digital traces

e Which are those inherent traces — characteristic artifacts left

behind in a digital media during the creation and any other
process ?

50
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compressed
image

final digital image

Alessandro Piva
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Acquisition through an imaging system

e The image acquisition pipeline is common for most of the
commercially available devices; 3 steps:

e an optical system focusing energy reflected from an object,
e asensor which measures the amount of energy,

* jn-camera processing that converts it into a digital image.

processing

Optical system

CCD or CMQOS sensor

— - 54
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Energy source

e To capture an image we need

Energy source

/J’.
o
e s
{/ /i "/
/// -"j)
ey
//:,/////
Ener s S .
W S Ss oa A
(W AV A A vy
P A
S
A e A P
?./_// .///////_/ //// t{{f
~ s S
SN
S
A
Vs
v
£
|::> Sensor
Obiject _ |: I
)
Reflected energy Optical system

sesl Alessandro Piva

some kind of energy source to
illuminate the scene

energy of interest is light or more
generally electromagnetic waves.

— An electromagnetic (EM) wave can
be described as massless entity, a
photon, whose electric and
magnetic fields vary sinusoidally.

The light reflected from the
object now has to be captured by
the camera.
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Lens

 One of the main ingredients in the optical system is the lens, a
piece of glass which focuses the incoming light onto the
Sensor.

In the figure, three light rays are —_— |ma?;

illustrated for two different /' _
points. All three rays for a /\) L f
{ F Ol F
particular point intersect in a "/ ;/ U
: "-l— f —»

point to the right of the lens. :
Focusing such rays is exactly the - g >l § >
purpose of the lens.

54
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Optical aberration

e Optical systems, however, deviate from previous ideal models
in that they fail to perfectly focus light.

 The resulting effect is known as optical aberration: it occurs
when light from one point of an object does not converge into
a single point after transmission through the system.

— Monochromatic aberrations are caused by the geometry of the lens or
mirror and occur both when light is reflected and when it is refracted.
They appear even when using monochromatic light, hence the name.

— Chromatic aberrations are caused by dispersion, the variation of a
lens's refractive index with wavelength. They do not appear when
monochromatic light is used.
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Chromatic aberration

e |t manifests itself as "fringes" of color along boundaries that
separate dark and bright parts of the image, because each
color in the optical spectrum cannot be focused at a single

common point.

Severe purple fringing can be
seen at the edges of the horse's
T ¥ forelock, mane, and ear.

Chromatic aberration

&4 Alessandro Piva
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Sensor

An image sensor consists of a 2D
array of cells, each capable of
gathering incident light and
converting that into a voltage,
which in turn is converted into a
digital number.

e The more incident light the higher th

the digital number.

Sy Single cell
L EEEE
- LICICIC] Energy
[ ooog
0 === R
B HEBB | Housing
E HHHH Output Sensor
H HHHH ADC 42
Ol EEEE
e voltage and the higher

e When the camera is to capture an image, light is allowed to
enter and charges start accumulating in each cell. After a
certain amount of time, known as the exposure time, and
controlled by the shutter, the incident light is shut out again.

sesl Alessandro Piva
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Sensor Noise

 There exist two types of imaging sensors commonly found in digital
cameras, camcorders, and scanners:
— charge-coupled device (CCD)
— metal-oxide semiconductor (CMOS).

e Both consist of a large number of
photo detectors, made of silicon, that capture light by converting
photons into electrons.

e The accumulated charge is transferred out of the sensor, amplified,
and then converted to a digital signal in an A/D converter.

* Imaging sensors have been shown to introduce various defects and
to create noise in the pixel values.

e Photo Response Non Uniformity (PRNU).
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Color Filter Array (CFA)

e A color image consists of 3 channels containing samples from
different red, green, and blue.

e Most digital cameras are equipped with a single CCD or CMOS
sensor and capture color images using a color filter array .

e At each pixel location only a single color sample is captured.
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- At each pixel location only a
single color sample is captured.
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Color Filter Array (CFA)

 The specific mosaic of red, green and blue pixels depends on the
producer, and several arranges are possible (previous slide refers
to the Bayer array, the most frequently used one)

 Technique able to find the camera’s color array pattern allow to
determine the brand and model of the camera from which an
image was captured.

Diagonal -
Bayer Bayer Diagonal Striped 523390 random
HEONO HEONO EETON EEON
CONC N O NE N NN BEEC N
HEONO HONO HEOEN EEON
ONC N OO N EECON EEC N

{ Alessandro Piva
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Color Filter Array (CFA)

e Since only a single color sample is recorded at each pixel
location, the other two color samples must be estimated from
the neighboring samples in order to obtain a three-channel
color image.

e The estimation of the missing color samples is referred to as
CFA interpolation or demosaicking.

&4 Alessandro Piva
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Color Filter Array (CFA)

10| 11 /12 15
8 PO 12 M2

6 1718 15
10 B9 14 B6

E.g. for the green channel

From the mosaic image » to the 3 color bands ——

e.g. with linear interpolation ...
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Color Filter Array (CFA)

 CFA interpolation has been extensively studied and many
methods have been proposed.

e The simplest methods for demosaicking are kernel-based
interpolation methods that act on each channel
independently.

e These methods can be efficiently implemented as linear
filtering on each color channel.

— That is, each interpolated pixel is correlated to a weighted sum of
pixels in a small neighborhood centered abput itself.

Rlr.y) = Z hip i:r}ﬁ'{:rr —u,y — )
unu=—=N
N )
Glz.y) = Z foglu.v)G(z —u.y —v)
nu=—N
N
Blz,y) = Z hp (. z-"]E[':r: — U,y — v,

uwu=—N 65
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Color Filter Array (CFA)

Many other CFA interpolation algorithms:

— smooth hue transition, median filter, gradient-based, adaptive color
plane, and threshold-based variable number of gradients.

Each CFA interpolation algorithm introduces specific statistical
correlations between a subset of pixels in each color channel.

Since the color filters in a CFA are typically arranged in a
periodic pattern, these correlations are periodic.
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In-camera processing

This signal undergoes additional in-
camera processing :

e the signal from each color channel is
adjusted for gain (scaled by a factor g,
different for each color band ) to
achieve proper white balance. processing

e the colors are further adjusted to
display correctly on a computer
monitor through gamma correction
(an exponentiation by a factor v)
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Acquisition footprints

e Each of the previous stages of the camera introduces
imperfections or intrinsic patterns which leave tell-tale
footprints in the data.

e Possible uses of acquisition fingerprints:
— Camera brand / model identification
— Individual device identification (image ballistic)
— Tampering detection
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Acqui5|t|on footprints for Camera brand / model
identification

e Despite the similarity in their architectures, the processing
details at all stages vary widely from one manufacturer to

other, and even in different camera-models produced by the
same manufactures.

e E.g., demosaicing algorithm and the CFA pattern remain
proprietary to each digital camera-model, and the variations
in the interpolated pixel values can be exploited to classify the
images as originating from a certain class of digital cameras.

N
Rix,y) = Z he(u, 0 )R(x —u,y — v)

B =—N

Assuming that each camera manufacturer uses
Z_ Tg(u,0)Gle =,y =) different interpolation kernels and/or different
’ weighting coefficients.

Giz.y)

— T
N

= i\l
N

=—N

Br.y) Z hy(u,v) Bz — w.y — v),
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Acqwsmon footprmts for Camera brand / model

FIRENZE

T ol Table 2 - Confusion table for ive cameras
L Predicted
= \ Canon Datron HP Kodak Sony
.' Actual  Canon 73 6 0 10 B8
: Datron 4 B8 ] 3 1
HP 0 Q 96 4 1
Kodak 16 4 2 78 3
Sony 7 2 2 5 85

5 camera models: Canon Powershot A80, Datron
DC4300, HP Photosmart 635, Kodak Easyshare
LS420 and Sony DSC-P72. For each camera, we
captured 200 images at default settings from the
same scene. Detection accuracy is measured to
be 84.8%; Kodak and Canon camera-models are
- likely to use similar interpolation algorithms as

55 otk Banyhars 15420 ) Sony Coberen enTE o oenenerrmeemt - they are misclassified among each other.
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Acquisition footprints for Individual device
identification (image ballistic)

FIRENZE

e Like the grooves made in gun barrels - to impart a spin to the
projectile for increased accuracy and range - introduce distinct
markings to the bullet fired, and can therefore be used to link a
bullet with a specific handgun, similarly, some traces can
represent a signature of the individual device into the image.

 E.g. PRNU noise is distinctive of each single sensor unit;

e We can determine if an image under investigation was taken
with a given camera (provided the camera is available), by
generating the PRNU-based fingerprint and mathcing with
the noise extracted from the camera.
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Acquisition footprints for Individual device
identification (image ballistic)

Image under
analysis

=y
Miken

LOW correlation

Extracted

Noise LOW correlation  HIGH correlation LOW correlation >,
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Acquisition footprints for tampering detection

e the presence of inconsistencies in these artifacts can be taken as
evidence of tampering.

e E.g., manipulations of a part of an image will lead to
inconsistencies in the chromatic aberration.

 Fora2-Dlens and sensor, chromatic aberration is seen as fringes of colour
around the image and have a typical spatial (radial) configuration.

e Y L
et L T T T T B A Y aal
o R LS S . T T I AN R
e T T T T R
-t—-r—-r—-r—-r—-—-—-—-—-—---n-_ﬂd---—-—-—-—-
e . e el sl il i T R T e s
e ™ o e R T T T T T e
g i T T T T e R
P e A A T T T e T
P A A T T T T T T T
b b ar AV B B B B N T TR TR TR T
e A DDV N NN

STV VAN

vector field showing deviation across

the image between R and B.
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Compression

e Purpose is to represent images/videos with less data to save
storage costs or transmission time, by removing redundant
data, i.e. data not perceived by the human eye.

e Carried out directly in-camera, or by means of an image
processing software.

e for commercial devices JPEG format is usually preferred.

— Itintroduces a lossy compression
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JPEG compression

YIQ or YUV
| |
[

[ .
L (2, 9 Fu,v Flu,v
A ’J]—{ DCT M Quantization } (u, )

8 x B T
i ““““““““““ i | Quantiz.
i_ | Coding Tables
i Tables
Header i , l 1
Tables |=|-- ( DPCM 1 DC
Entropy \ ) Vig
Data ) Coding . [ RIC “__' Zag
JPEG file ‘“ $AC
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Header

Tables

Data

JPEG fi
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Coding Tables
Tables

l

With a decoder, we can extract
from a JPEG file: 12
-Quantized DCT coefficients '
*Quantization tables

‘Pixels values
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Compression footprints

 Lossy compression inevitably leaves characteristic footprints,
related to the specific coding architecture.

e |n particular, to understand if an image was JPEG compressed,
it is possible to look for :

— Compression artifacts left in spatial domain
— Compression artifacts left in frequency domain

78
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Compression artifacts in spatial domain

 Baseline JPEG works with 8x8 image
blocks, individually transformed
and quantized;

e artifacts appear at the border of
neighboring blocks in the form of
horizontal and vertical edges.

e Even “light” compression may leave
small but consistent discontinuities
across block boundaries

Qe Alessandro Piva
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Compression artifacts in frequency domain

Fo(uv)  Fo(U,v) = Round Fuv)
Q(u,v)
Quantizaiion /

16 11 10 16 24 40 51 61
12 12 14 19 26 58 60 55
14 13 16 24 40 57 69 56

forces the value of each DCT coefficient to e b 2 2o er ool B0 o2
H . 24 35 55 64 81 104 113 92
be an integer multiple of Q(u,v) 20 ea 78 87 103 121 196 101

72 92 95 08 112 100 103 99

 Though the process of rounding and truncating the
decompressed pixel values perturbs the DCT coefficients,
their values typically remain clustered around integer
multiples of Q(u,v).
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Compression artifacts in frequency domain

e |t leaves traces we can find in the histogram computed by
collecting from each 8x8 block the DCT coefficients having
same frequency (u,v)

— _—  Fy(21)=Round (%)

Uncompressed =

20

-

6 ‘ |HL EG Compressed ‘HH
il ._253....|u_{.y.l.ljh_m _ Mt‘qﬂidhﬂga..h]%l il ol .L;J L) ! | JLLLETTL

The distortion of such a behaviour can be used to detect the presence of tampering.
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Compression artifacts in frequency domain

e Second compression leaves different new traces in the
histogram of DCT coefficients having same frequency (u,v)

* image single
JPEG with QF 75

e double JPEG
with QF 85
followed by 75

e double JPEG
with QF 75
followed by 85

82




DINFO

DEGLI STUDI

Dipartimento di Ingegneria dell'Informazione
3
FIRENZE Department of Information Engineering

Compression footprints

e Possible uses of compression fingerprints:
— Camera / Software identification
— Image history reconstruction
— Tampering detection

83
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Compression footprints for Camera / Software
identification

e Each hw/sw implementation can have its own Q table

e Matching with Q in EXIF it is possible to find the camera / software that
generated the JPEG image.

Quantization Table: Luminance

EXIF — quantization table
NIKON - COOLPIX

Address Offset Code Meaning
(Hex) (Hex)
+00 FF Marker Prefix P4 ( FI N E)
+01 (0]=] DaT
+02 0o Length of field
C5 24T I=TOT BYES—~ PhOtOShOp - (Save As 10)
+04 00 [~ Y:Pg=0,Ng=0
+05 : Quantization table ¥:Q0
< : Quantization Table: Luminance
: Wantiza:ion fable Y:Q83 |
+45 0 Ty

+45 : Quantization table Ch:Q0

: Quantization table Ch:Q63
+36 02 Cr: Pg=0, Ng=1
+87 : Quantization table Cr.Q0

Quantization table Cr:Q63

http://www.impulseadventure.com/photo/jpeg-quantization.html 84
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Compressmn footprints for image history
reconstruction

* |nthe image under analysis is in an uncompressed format, we
can state that it is native in this format if no compression
artifacts are found.

_ ves Image was previously
TIFF image t ‘ ‘ compressed
A No
Artlfacts in DCT
Block Artifacts
A By S
by d Image is natively
v\ - uncompressed

No 85
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Compression footprints for Tampering detection

e The presence of inconsistencies in the coding artifacts present
into an image can be taken as evidence of local tampering.

 Any manipulation requires that an image be loaded into a
photo-editing software program and resaved.
— Itis likely that both the original and manipulated images are stored in
this format.
* In this scenario, the manipulated image is compressed twice,
so these traces are indication that a possible tampering is
present.
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Editing footprints

Stored
image

e each processing applied to the digital image,
even if not visually detectable, modifies specific £ '3
statistics at a pixel level or at a semantic level,
leaving peculiar traces accordingly to the
processing itself.

Main classes of tampering :
e Cloning (copy-move)

I Adobe Photoéhop‘ 7.0

 Image splicing

Final edited image

D . 87
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Cloning or copy-move forgery

e a part of the image is copied and pasted on another part of
the same image, to duplicate an object, or to conceal a person
or an object in the scene.

Original Tampered

 tampered region exhibits same characteristics as the copied
part: IDEA: look for similar features occurring more than once
in the image

88
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Image splicing forgery

 To create a convincing forgery, it is necessary to geometrically
correct, change colors/illumination of the subject to be
spliced.
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Image splicing forgery

e So methods to detect traces left by these operations have
been studied.

e Two approaches:

— Detection on the whole image: we assume the operation is
applied to the whole image, so the trace is present in all the
image

— Localization on parts of the image: we assume the operation is
applied to the pasted part only, so the trace is present only in a
part of the image — usually unknown, then a localization is
needed.

e Let’s see a couple of examples

90
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Contrast enhancement detection

0.03 T

e histogram of natural images hasa _ oo}
smooth envelope, without abrupt f
transitions to/from zero or peaks, ; ool oo v M
DIZ' 50 100 150 200 250
e histogram in contrast enhanced e —
images is generally more spread ¢ |
and shows typical peaks-and-gaps o
artifacts e e e

o a0 100 150 200 25(
Pxel Gray Lawval

Traces left on first-order statistics, i.e. a statistical analysis of the
image histogram can reveal it.
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@
(a) unaltered image from which an object is cut, (b) unaltered image into
which the cut object is pasted, (c) the composite image, (d) red layer blockwise

detections, (e) green layer blockwise detections, and (f) blue layer blockwise

detections. Blocks detected as contrast enhanced are highlighted and boxed
92
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Resampling detection

* Image interpolation tries to achieve a best approximation of a
pixel's intensity based on the values at neighboring pixels .

e |t creates periodic dependencies between groups of
neighboring samples.

P-map : Pixel probability of being
correlated to its neighbors Fourier Transform of P-map
ey e

AT
BT :
|
]

Peaks indicate
presence of
periodicity due
to resampling

of 5%
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Resampling localization

e splicingin a new license plate number:

original

-

— Peaks indicate
presence of
periodicity due

to resampling

FFT of P-map
of the 2
T blocks
N .; giavr
Nk P ﬂﬂ-:;af.mgﬁcﬁ @Luaw@#i_uﬂ.@{n{ =t J :
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