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Abstract

Most implementations of the modular exponentiation,
M¥ mod N, computation in cryptographic algorithms em-
ploy Montgomery multiplication, ABR™" mod N, instead
of modular multiplication, AB mod N, even the former re-
quires some transformational overheads. This is so because
a state-of-the-art Montgomery multiplication implementa-
tion has a performance advantage over direct modular mul-
tiplication based on the Barrett algorithm that more than
compensates for the overhead. In this paper, we present a
direct modular multiplication method that is comparable in
speed to Montgomery multiplication. One consequence is
that when the exponent in small, direct computation (which
does not incur the transformational overhead) using the
modular multiplication algorithm presented here results in
practical performance gain. For the exponent 17, for in-
stance, which requires five modular multiplication, a saving
of up to 40% can be achieved.

1. Introduction

Computing a modular exponentiation, M/ * mod N, is a
key operation in cryptographic computation. Typically M,
N, and E are large integers (for example each being 2048
bitlong). In some special situations such as digital signature
verification [3], only M and N are large and E is small (e.g.
2, 17,26 4 1, etc).

Practical algorithms for modular exponentiation are well
known and they all employ the method of repeated squar-
ing [3] or variations. For example,

M?® mod N = (((M?*) mod N)? mod N) - M mod N.

This can be called a direct method as it works directly with
the input value M.

An alternative is that of a transformed method. Here, M
is first transformed to M = MR mod N for a special R.
Then M® mod N equals 7' - R~! mod N where

T = ((M?R™' mod N)?R™! mod N) - MR~ mod N.

The computing of M is an initial transformation, and the
last multiplication by R~! is a transformation to “undo” the
initial transformation.

As described, we see that the main cost of a modular
exponentiation is a sequence of operations of the form

ABmod N, or ABR ! mod N.

The mod N operation in AB mod N is deemed expen-
sive as a division by NV is present. A popular direct method
is proposed by Barrett [1] where roughly speaking the divi-
sion by N is replaced by a multiplication of 1/N.

A popular transformed method is proposed by Mont-
gomery [5] where R is chosen to be a power of two.
The operation ABR~! mod N only requires large-integer
multiplication followed by division by R. Exploiting this
property appropriately, ABR™! mod N can be imple-
mented more efficiently than AB mod N using Bar-
rett’s method. Consequently, Montgomery’s method is the
method of choice in many software implementation of mod-
ular multiplication inside a modular exponentiation.

The main thesis of this paper is that direct modular mul-
tiplication AB mod N can be carried out as economically
as ABR~! mod N. Thus, direct modular exponentiation
is competitive in performance to transformed modular ex-
ponentiation. And in the case where the exponent is small,
direct method will be faster as it does not incur the trans-
formation overhead. Take the exponent 17 for example. A
direct method requires 5 modular multiplications while a
transform method based on Montgomery method requires 5
Montgomery multiplications and 2 modular multiplications.
If the performance of a modular multiplication is the same
as a Montgomery multiplication, the direct method is faster
by (7—5)/5 = 40%.



Barrett Montgomery
Product Step:
P— AXxB P—AXxB

Cost: mul L X L — 2L Cost: mul L x L — 2L

Get Quotient:

L-1
Q LP/:L-HJ W

Q «— PN’ mod R
Cost: mul (L+1)X L — Lnigh Cost: mul L X L — Ligw
Reduction:
P «— (P mod r**1)—

(QN mod r=T1h)
Costt mul L X L — (L+1)10w

P— (P+QN)/R
Cost: mul L X L — Lyjgn

Fix Up:
IfP<0,P«— P+ttt IfP> N,
While P> N, P «— P— N P—P_-N

Table 1. High-Level Comparison of Barrett
and Montgomery Methods

2. Background

Let us set up the notation here to aid all subsequent dis-
cussions. A, B, N are multi-word integers:

A = ap P T Har o' 24+ air+a
B = byttt +bL_27“L_2+---+b17“—|—b0
N = np ol g orF 2 4o fngr 4 ng

Each of the words aj, b;, and n; are “native” integers and
7 is the “radix.” For example, a;, b;, and n; can be 32-bit
unsigned integers and A, B, N being 2048 bit long. This
corresponds to 7 = 232 and L = 64. For a transformed
method, R is typically 7~. We also assume that0 < A, B <
N.

We first outline in Table 1 both the Barrett and Mont-
gomery methods. The former computes AB mod N
and the latter ABR™! mod N. Initialization in Bar-
rett’s method computes W = |r2L /N |, and that in Mont-
gomery’s method, N’ = —N~! mod R.

In this form, the cost of the Barrett and Montgomery
methods are quite comparable, roughly dominated by 2.5
full L-by-L word multiplication. The former is at a slight
disadvantage as it requires a (L + 1) word by L word mul-
tiplication instead of a L by L, and that one may have to go
through multiple times of adjustment (up to twice).

However, the Montgomery method admits an optimiza-
tion for the “Get Quotient” step that allows the cost of com-
puting @ at the stated L-by-L word multiplication, which
costs O(L?) native integer multiplications, to that of L na-
tive integer multiplications. In addition to this saving of

Montgomery New Method
Product:
P «— 0 P «— aLle
Reduction:
Forj=0,1,...,L—1 Fory=L—-1,L—-2,...,1

qj < (ajbo+po)n’ modr  Get g, using P,a;,B
P~ (P+4+ajB+¢gjN)/r P«—r(P—¢;N)+a;—1B
End End

Getqo, P — P — qoN

Fix up:
IfP>N,P—P—-N IfP>N,P—P—-N
Table 2. Montgomery Method and New Direct
Method

computational cost, the multiplication P +— A x B can be
integrated into the reduction step, saving data movement
cost as well as improving data locality. These optimiza-
tions are outlined in left column of Table 2. Here, n’ is a
native integer n’ = —ng~! mod r. The key is that in-
stead of trying to determine the () completely before the
reduction (P + QN)/R, it is more economical to com-
pute (P + QN)/R together with determining ). One
obtains the first digit gy of () and immediately computes
P — (P + goN)/r. The resulting P value will be used
to obtain the next digit ¢; and the computation is repeated.
That obtaining each g; this way costs only one native inte-
ger multiplication results in savings stated above. This op-
timization method is well known (cf. [3, 4]). On the other
hand, similar optimizations for the Barrett method is absent
in standard texts or relevant literature ([3, 1]). Moreover,
the overhead of having to compute W = [r2L'/N | greatly
diminishes the advantage of a direct method in the case of
small exponent exponentiation.

In this paper, we will present a direct modular multi-
plication that is as economical as Montgomery’s method.
As a preview, our modular multiplication is outlined in Ta-
ble 2 aside the Montgomery method. It is seen here that the
costs of the two methods are comparable except possibly
for that of the computation for ¢; where we have omitted
the details. That cost, though slightly higher than the cor-
responding Montgomery method, is only a small portion of
the overall cost which is dominated by the updating of P.
In subsequent sections, we present the algorithm in detail,
analyze its correctness, and sketch one implementation.

3. Redundant Digit Division

The general idea we pursue here is that we compute a
rather good approximation @ to the integer quotient AB/N



in a word-by-word manner starting at the most significant
word. That is we compute integer values qr,—1, qr,—2, down
to qo, where

Q=qr 1" ' +aq o' P+ ar+q.
This @ is a good approximation in the sense that
0<AB-QN<2N

and thus at most one more subtraction is needed after the re-
mainder A B — @ N is computed. This idea can be realized
without too much effort if we consider the situation where
P = AB is computed before any reduction step. Given

2L—-2
+

P =por1r*" "+ por_or “+p1ir+ po

and
L—1 L—-2
N:TLLflT +nL 2T —|—~-~—|—n17"+n0

the usual high-radix division method can be applied in gen-
eral. For example, simply consider P and IV as 2L digit
floating point numbers and carry out the division to ob-
tain L quotient digits and a L digit remainder. This kind
of algorithm typically obtain one digit at a time based on
approximation of the running (partial) remainder and the
reciprocal of the divisor. A redundant digit system is re-
quired and {—r/2,...,r/2} or {—r + 1,...,7 — 1} are
common choices. These methods are mostly designed with
hardware implementation in mind. Our situation is differ-
ent as it is more natural to stay with unsigned integers of
length log,(r). So we will adapt to use a non-negative re-
dundant digit system. In addition, integrating the product
and the reduction steps are highly desirable [4]. This means
that AB is accumulated one a; B at a time, while always in
conjunction with a subtraction by some g N. But this inte-
gration requires more challenging analyses as the estimate
of quotient digits are now based on an incomplete remain-
der (some parts are yet to be computed), which needs to be
kept non-negative. Here is a sketch where superscripts are
added to keep track of the iteration number.

PLY —q; B
Forj=L—-1,L—2,...,1do
Get g; using approximate Pl aj—1, B
PO  p(PU) —¢;N)+a;_1B
End do
Get o using approximate P(%)
Compute P — PO — g0 N
Compute if necessary P «— P — N

The crux of a practical algorithm lies in the ability to obtain
the g; at low cost while avoiding the g; to be too wide. In
order to obtain such g;’s, we must make use of more than

/I FP(-) means rounds to nearest mode
Letu « FP(N>>((L — 1)ling — €)), u < u + 2
/1 since Lep > ling + e+ 2, u = [2°N/r"1 | 4+ 2 exactly
Let u < FP(r/u) // one FP division
PE=Y gy 1B // resultin L + 1 words
Forj=L—-1,L—2,...,1do
T — [(aj—1>3>lint/2) X (br—1>3>0lint/2)]>> (line — €)
1T =27 %me=9) | a; 1 /\/r]|br-1//T]] exactly.
W; «— FP(PY) > (Llin, — €)) + FP(T)
/1 will prove W; = [2°PYW /rF | 4 T exactly.
qj < |FP(ux Wj)| // canprove 0 < g; < 2r
/I compute ©W; in FP, then trunc to int
PUY 1 (PY — ¢;N) 4 a;—1 B
/l can prove 0 < PU-D < 2rN
End do
Wo «— FP(PO > (Llin; — €))
go — |FP(u x Wo)| /I canprove 0 < qo < 2r
Compute P — P© — goN // canprove 0 < P < 2N
Compute if necessary P «+— P — N

Figure 1. Redundant Digit Direct Modular
Multiplication Algorithm

lint, = log,(r) leading bits of IV and the partial remainder.
We propose the use of a floating point type FP as a con-
venient way to facilitate computations involving more than
Uit bits. Here are our parameterizations. i,y = logs(7)
is the number of bits of the native integers a;, b;, n;. We
assume ;¢ to be even (which is realistic anyway) to ease
our presentation. Let e denote the number of extra precision
one chooses to use and /¢, denote the precision of FP. Our
algorithm functions correctly as long as 6 < e < fi,/2
and finy + e + 2 < lg,. The algorithm behaves better (to
be explained later) for a larger e. For instance, in the case
of liny = 32 (32-bit integer) and ¢¢, = 53 (IEEE double
precision), one can use e = 16. For ¢;,y = 16, we can use
single precision FP and set e = 6. For /i,y = 64, one can
use a (lazily) simulated FP type using two double precision
type offering a type comparable to ¢, = 74. (We will touch
on this “lazy” type in Section 4). The algorithm maintains
a partial remainder 0 < P < 2rN which is represented by
(L + 1) words and one bit. We use the notation P> k to
logical (unsigned) right shifting by k bits, which is equiva-
lent to the mathematical operation of | P/2¥|. The outline
of our algorithm is given in Figure 1. Except for v and
W;, all other variables are of unsigned integer type (either
scalar or multi-word). Note that the superscripts in P7) are
merely for bookkeeping. In an actual implementation, they
utilize the same integer array.

Conceptually, w and W; approximate 1/(rN) and
rPU) + a;_1 B respectively. Thus |ul¥;| can be used as
a quotient digit. The analysis to follow will establish that as
long as u and W; satisfy some accuracy requirements, the



algorithm maintains the following bounds:(1) 0 < ¢; < 2r,
(2) 0 < PY) < 2rN. These bounds are advantageous be-
cause

1. g; is at most one bit more than one word
2. PU) is at most one bit more than L + 1 words
3. PU) is never negative

Something stronger is true. The bound on P is in the
form PU) < (1 — X\)~ 17N for small A (for ¢, = 32 and
U, = 53, we can have 0 < A < 2-11). Thus, for input
value N that happens to satisfy (1 — \)"'N < &, PU) in
fact always fit in L 4 1 words. Additionally, g; < 7 with
probability no less than 1 — A.

We now begin proving theorems to establish the correct-
ness of the algorithm. We will assume IV to be reasonably
normalized: (rL/N) < /r, that is, the upper half of ny,_;
is non zero. Handling of unnormalized NN is not difficult
and we discuss that at the end of the paper.

4. Analysis of Algorithm

We will now perform an analysis on the algorithm in Fig-
ure 1. By design, both approximations u and the W; are
biased downwards. That is both u and W; are no bigger
than the actual value they aim at approximating. While the
specific errors in W; and the floating point related error in
computing uW; are different at each step. The design guar-
antees that the errors are all uniformly below some thresh-
olds. We establish these facts by the first two theorems.

Theorem 1 Forj=L—1,L-2,...,1,0 < PU) < 2pL+1
implies

e

2 .
W; = Y (TP(]) + aj_lB) - 5j,

and 0 < PO) < 2L+ implies

26
Wo = 2 P — &,

where all the 0; are bounded uniformly 0 < §; < ow for
some fixed oy < 4.

Proof1 Forj=L—1,L —2,...,1 we define:

A aj—1 ~ B N 2¢ )
oyor=| 2|, 8= | P9[0

From the algorithm,

Since by, > ling + € + 2, W is guaranteed to be equal to

PO 4+ T exacily if 0 < P9 < 2rL+Y Thus, clearly the
four quantities satisfy

aj—1 R B ~
0<<\/F)—aj1, <m>—37
2¢ ) Ny 2¢ N
<T—LP(J)> - PO, (7@13) ~-T<1.

Let us estimate

e

———a; 1 B-T
r
which is equal to

260,]',13 Qedjle
rL+1 T pL+1/2

2¢4; 1B 2°. . 92
(W — 7aj_1B) + (70,]'_1B — T)
which is
2¢ aj—1 .
—TL+1/QB <—\/77 —aj1> +
2¢ B - 2¢ A
7aj_1 (,rL——l/Q — B) + (7%_13 — T)

This quantity clearly lies in the range [0, 3). Thus

2¢ .
0< m (’I"P(j) + aj_lB) — Wj < 4.

For Wy, simply note that P°) and PO defined the same
way gives

0< Q—LP(O) - PO <1,
r

0 < PO < 2pL+1 implies Wy = PO exactly. Thus

2 po)

W() < _LP - 507

r
0 < 6o < 1(sody < 4). The proofis thus complete.
Theorem 2 Forj =L—1,L—2,...,0, the quotient digits
g = L’Q’—L%(l —ej)J, where 0 < €5 < € for a fixed
€q < (2(%) +1)(2¢r)~L. This holds regardless of the sign
of Wi. If W; > 0, then q; > 0 also.
Proof 2 Define N=| -2 N | + 2. Thus

e

N =

N + o, l<a<2.

L1

Consequently,

R e L
N= :—_1N(1+5), B= (r—> el



Thus

i\ 1 rb\ 2
ﬂmll’l (N) 26’[“ —_ /8 — (N) 267-4 ﬂmax

In particular B is always positive. Next, FP in round to
nearest mode gives

w=FP(r/N) = %(1 +m),

and
r

= W+ )|

where |y1], |y2| < 27>, Hence,

7"L ;
G = {5%(1+%)(1+72)(1+6)1J

_ W
26

=

-6

=

where

B—(y1+7+772)
1+ '

This is valid as long as 1 + 8 # 0 which is our case here
as (3 is positive. The expression for €; when considered as
a function of (3 is continuously differentiable for § > —1
and has derivative (1 + v, + 2 + v172)/(1 + 8)2. This is
positive as long as the gamma’s are less than 1/4 which is
definitely the case for any realistic FP. So, for any specific
(fixed) 1 and ~ys, the expression for €; is smallest at Buin
and largest at Bmax. Thus, a lower (or upper) bound for
€; is obtained at Bmin (O Bmax) and when 1 + 2 + 1172
is at its maximum (or minimum). Denoting 2~ by Efp, il
is easy to see that v1 + 7o + Y172 attains its minimum at
Y1 = Y2 = —€rp and its maximum at y1 = 2 = €pp. Thus,
we have

€ =

2
Bmax + 2€fp — €fp

2
Bmin - 26fp — €fp < ¢ <
1+ 5max

1+ ﬂmin -

Because Bmin > (2°7)71, Bumin — 26, — €5p° > 0 as
long as by, > ling + ¢ + 2. Hence ¢; > 0 always.
(This is crucial.) As for an upper bound, we have €; <
(2(rf'/N) + 1)(2¢r)~L. Finally, since u > 0 and thus
W, > 0 guarantees FP(uW;) > 0, implying ¢; > 0 as
well. This completes the proof.

We point out that the proof shows the purpose of the bias-
ing by adding 2 to the truncated [V is to maintain ¢; > 0 al-
ways. With this bias, as long as the floating point errors can-
not be big enough to offset Bin, €; > 0. Thus it is not even
necessary to have IEEE floating point arithmetic. For exam-
ple, we can easily simulate a FP arithmetic using two double
precision number where the leading part only has 24 sig-
nificant bits. This allows products be computed relatively

easily (as the product of the leading portions are error free).
This kind of arithmetic operation guarantees |y| < 2774 as
no more than 3 bottom bits of the 24 + 53 = 77 results
are corrupted. This FP type is useful, for example, when
eint = 64

Theorem 3 For0 < j <L —1,aslongas W; >0,

L+1 pLt+1
W] — quN < TN+ Gq?Wj.

0<
S o

Proof 3 Theorem 2 says:

2¢ N
where
rk 1
0<¢j<er<(2(=)+1)2%)"
Moreover,
rr W;

0< 5#(1—9)—%‘ <1
Thus, together with W; > 0,

L+1 L+1

0<
S o

W; —qjrN <rN + eqr?Wj.

Theorem 4 For1l < j < L—1,0< PU < 2rLtl implies

Goy Tt FL+1
PY = 9e Wj—rqjN—i— ?53‘.

And 0 < PO < 2rL+1 implies

L L
r r
PZFLLO_QOJV+§5Q

where the 6; are those in Theorem 1, that is, 0 < 0; < dw .

Proof 4 From Theorem 1,

W, = Q—(TP(j) +aj_1B)—§;

s j=L-1,...,1

for some §; where 0 < §; < dw. Thus,
pU-D = r(P(j) —¢qjN)+a;_1B (from Algorithm)
NAS NAS

= 5 Wit 0 —rgN.

For P, applying Theorem 1 gives

PO _ qoN

L L
r r
= §Wo —qoN + §50~

P =



Theorem 5 If for a certain j in the range 0 < 7 < L — 1
we have 0 < PU) < arN for some o, 1/2 < o < 2, then
the followings hold for some \ which satisfies the bound
0< A< 27¢(10(5%) +2):

1.0< g <1l+arand0 < PU™Y < (14 Xa)rN for
Jj= 1L

20<g <ar,and0 < P < (14 Ax)N forj=0.

Proof 5 First note that 0 < PYU) < arN < 2rtt! implies
W; > 0and q; > 0 (from Theoremsl and 2). Consider the
case j > 1. By Theorem 1,

L+1 L+1

7'26 Wy =rPY +a; B -6, <rPY 4 a;_,B

as 0; > 0. Now PY) < arN by assumption and it is also
obvious that 0 < aj_1 <r, 0 < B < N. So

L+1

0< 7“26 w; < rPU) 4+ a;j—1B < (1+ar)rN.

Since .
r~ W;
4 = L;Wj(l - )]
we have q; < 1+ ar. To establish the second part of (1),
note that W; > 0 and

rLw,
4 = L;Wj(l —€j)]

W ..
shows q; < o -t In addition,
2¢ .
Wj < 5 (rPY) +a; 1 B)  (Thm 1),
SO’ . .
PO —¢PU) £, \B—rgN >0.
On the upper bound:
' P+ P+l
P(]_l) ?Wj—F?éj—Tq]'N (Thm 4)
P+l pL+1
< TN—FEq?Wj—f— 26 5W (Thm3)
pL+1
< N +¢(1+ar)rN + 5e ow
= T (1+Eq(1+067")+W?)
= rN(1+ X\a)
where
L
T 5W
A = 4 —_
+ qu + (N ) 2606
rl 8

IA
Qo
S
+
N
+
2]

< ( )+ 1> SR
4

7"_
N
,
0(+) +1
<N+++

byLestimating % + %(%) < 1. This holds if r > 64 and
(57) < V/r.So(1)is established
Consider j = 0. Wo < PO < arN and

T Wo
qo = L§W(1—60)J =qo < ar

Applying to P the previous analysis on P(%) shows

Ls
w
P<N <1+6q(1+047“)+ W?)
giving the same expression for P°) but less a factor of r.
The proof'is complete.

The following is the main theorem that shows the cor-
rectness property of the complete algorithm.

Theorem 6 Let )\ be the value in Theorem 5. As long as
A < 1/2, the following hold:

1.0 < PO < (1-)N71

(1—M\)~'N.

rN forj > 0,and 0 < P <

20<¢g <14+(@1-x""1
(1—=X)"1r.

rforj>1,and0 < qy <

The algorithm maintains 0 < q; < 1+ 2r, 0 < PO <
2rN, 0 < P < 2N. Ifin addition A < 1/2 — (4r — 2)~1
0 < gj < 2r is maintained.

Proof 6 First, P'L~Y) = q;_1B. Sincear_1 <r —1and
B < N, we have P(-—1 < (r—1)N < rN. We now apply
Theorem 5 repeatedly.

0 < pPEDH < N

0 < PUL2 < (14+M\rN

0 < PO < (SEN)N
0 < P < (Zho)eN

Similarly, using the bounds on P9 just established and
Theorem 5,
0 < qr-1 < 1l+r

0 < gr—2 < 1+(1+)\)

o
IN

e < 1+ (ZL 1)\’)
o < (Zf:o )\i) r

o
IN



Summing to infinity gives the bounds as stated in the theo-
rem. In addition, X < (1/2) — (4r — 2)~ implies q; < 2r
and PY) < 2rN.

We comment that when N is normalized, (r/N) < 2,
then ¢ > 6 guarantees A < 22/64. And for a normal-
ized N, liny = 32, lg, = 52, e = 16, the resulting A
is less than 27!, If N is too unnormalized, a convenient
way to handle the modular exponentiation is to compute
(2 MF mod 2% N) /2% where 2* N is N normalized. This
computation will first compute R = M¥% mod 2*N, fol-
lowed by 2 R mod 2¥N. The result is than right shifted &
bits.

5. Implementation

The key inner loop is the computation of
PU=Y  p(PY) — ¢;N) 4 a; 1B.

There are a number of considerations relevant to implemen-
tation.

In practice, the variables PU*1) and P\Y) share the same
storage. The theorems show that P) < 2rL+1 Hence
it suffices to compute PU) mod 2rft! for all j and
P mod 2r". That is, the key computation is

r(PY — ¢;N) +aj_1 B mod 2rF+1,

Second, it is more convenient to compute addition rather
than subtraction of unsigned multi-word integers. We there-
fore use the complement of N

N—rl - N
thus

r(P(j) —¢;N)+ aj—1B mod 2rktt =
r(PY 4+ ¢;N) +a; 1B — g;r" ™ mod 2r"

The fact that g; can be as large as 1 bit more than a word
means that in general ¢; = o7 + §; where ¢; = ¢; mod r
and o; is either O or 1. Thus the inner loop in general com-
putes

r(p(j) + (j]N + o'er) +a;_1B— quLJrl mod 2rF+!

Note there are two one-word-by-multi word product. The
term o N does not involve multiplication as ¢ is just one
bit. Moreover, because of the high probability that o; = 0,
our code has a branch without this term altogether. The
computation of —g;rL* mod 2rE*! involves a simple
“XOR”ing of the Isb of g;.

Another important observation is that not only the fix up
step is seldom needed, but that one can often recognize this

without comparing P to N. Here is why. The fix up is not
needed if in fact gy = |[P(®)/N|, which is equivalent to
|(P©)/N) — go| < 1. Now

pP0)

PO
< | — FP(uWh)| + [FP(uWo) — o

v

Hence as long as
[FP(uWp) — qo| < 1 — |(PY/N) — FP(uWp)],

no fix up is necessary. Using Theorems 1 and 2, we can
derive a constant A > |(P®)/N) — FP(uWj)|. In fact
A works (but we can have a tighter number still). Thus if
[FP(uWy) —qo| < 1 — A, we by pass the fix up. Only when
this test fails that we compare P against N to determine if
the subtraction P — N is needed. This saving is worthwhile
as comparing P against N involves a multiword addition.

Indeed, in our tests of roughly 1200 cases, only 4 out of
the 1200 x 64 ¢; needs one more bit. Moreover, not only
none of the cases require a fix up step, but that none require
a comparison with N as the fast test allowed us to bypass
them all.

We implemented in a similar manner Montgomery mul-
tiplication as outline in Table 2. Both implementations are
in generic C and does not make use of vectorization such as
SSE2. The inner loops for both are similar in structure and
their fragments are shown here.

//inner loops

//Modular Multiplication
for (k =L; k > 1; k--)
{
a x B = (dword)AA[j-1] » (dword)BBI[k-1];
g_x_Ncomp =(dword)qg * (dword)Ncomp [k-2];
PP64 [k] = Xtmp_ 64 + PP64[k-1] +
HIGH WORD( a_x_B ) +
HIGH WORD( g x Ncomp ) ;
Xtmp 64 = LOW WORD( a_x B ) +
LOW_WORD( g_x Ncomp ) ;

//Montgomery Multiplication
for ((k = 1; k < L; k++ )

{

a x b = (dword)AA[j] * (dword)BB[k];
g xn =g * (dword)NN([k];
PP64 [k-1] = PP64[k] + TMP +

LOW_WORD (a_x_b) +
LOW_WORD (g_x n) ;
TMP = HIGH WORD(a_x_b) +
HIGH WORD (g x n);

We ran 1200 test cases on a 1.86 GHz Intel Pentium
M machine under Windows XP using a gcc 3.4.4 com-
piler. The modular multiplication took on the average 158



thousand cycles and the Montgomery multiplication took
161 thousand cycles. The quotient digit generations con-
stitute 7% and 3% of the time, respectively. While fur-
ther optimization can be done for specific situations that
may favor one or the other algorithms, it is fair to con-
clude that the two are comparable. Hence the direct method
has an advantage for small exponent exponentiation. In the
case of the exponent 17, the ratio of the latency of Mont-
gomery method to that of the direct method is (5Tnont +
2TModmul)/ (5T Modmul ) Which is roughly 1.4 using the tim-
ing just obtained.

We also point out that out of the 1200 tests in the Mont-
gomery multiplication, about 200 cases require fix ups. This
is consistent with common knowledge and that there are
side-channel attacks that are based on the need for fix up
steps (see [2, 6, 7] for example). The direct method pre-
sented here might offer some advantages in this aspect.
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