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Introduction

® Modular multiplication is a fundamental operation in cryptography

e Furthermore, for some like RSA we need modular exponentiation

e Cryptographic keys are very huge numbers (around one thousand digits)

® Question: Which is the most efficient representation?
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Residue Number System

n

Let my, My, ..., My_1, M, relatively prime numbers and M = H m;.
i1

e We can represent X € [0, M] with (x1,X2,...,Xn) such that:

x1 = X mod m;
x> = X mod m,

xn = X mod m,

e furthermore each (x7,%X2,...,Xn) such that x; € [0, m; — 1]
represents an unique X € [0, M.
(M, my, ..., my) is named RNS base, we denote it B;,.
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Operations

XRNS - (X1)X2> c o . axn—hxn)RNS
Yrns = (U1,Y2,-- -, Un—1, Un)RNS

Xgns + Yrns = ((x1 + Y1) mod my, ..., (Xn + Yn) mod My, )rNs
XrNs X Yrns = ((x1 X Y1) mod my, ..., (xn X Yn) mod My )rNsS

Advantage : integral parallel computing Drawback: comparisons, overflows

Exact division

o If gcd(Y, M)=1 then
1 1

Yo' = (), (W)l (W) (yn) )
is the inverse of Y modulo M.

X
Now, if Y is invertible and if X is a multiple of Y, then:? = XY]\_A1
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Reconstruction with the Chinese Remainder Theorem

o Xgns = (X1,X2,...,Xn) in B, with X € [0, M].

we have

X = (> x|Mil, M;) mod M
i=1

with M = % and [Mj/, = inverse of M; modulo m,;.
1 1

e Remark:
(Xi ‘Ml‘;] Ml) mod my = Xj If] =1
(Xi ‘Ml‘;: Ml) mod my = O else
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Mixed Radix

e X =a;+ axmy + azmymy + -+ + QpMy -+ - My
e MRS Representation X = (a7, a, az,--- , a,)

ar =Xq mod my

a; = (x2 — aq )m?} mod m,

az = ((x3 — aﬂmfé—aﬂm{é mod m;

® — — —1
as = (((xs — a;)m; ;—az)m,,) — az)m;s; mod my
an = ( ° (Xn — )m1_)111_a2)m2_)1) — o — Qn— )m;an mod m,
where mi_; is the inverse of m; modulo my
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RNS to RNS base conversion

e With Mixed Radix: for each m; we evaluate
Xi = |ar + axmy + agmimy + - -+ + AnMy - - - My _qf5

® Shenoy et Kumaresan :

n
we have, (Z M, \Ml\: Xif )=X+axM
i1 b
n
_ —1 . 4T . _
X = ‘Mlmn+1 Z M1 ‘M1|mi Xi m; ‘len+1
i=1 Mn+1 My
n
- 1
X= ) M |IMil, xi — laM| 5
|~ j
i-1 oy m;
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Montgomery Algorithm(1985)

Algorithme 1
evalprod(A,B,N,S)

S«—0
fori=0ton —1 do

qi < ((so+ ai *bo) (B — o)~ mod B
S«——S + a B + gi* N
S+—— S+

A, B, Q, SetN huge numbers, 3 is the radix.
And, (B — o)~ *x g = —1 mod B.
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Montgomery Algorithm(1985)

Remark : the evaluated value is such that S ( < 2N)

(A*B+ Q= N)
[311

Second Pass : with 2™ mod N as input, to obtain A X B mod N.

in other words A X B X (B“)§1 mod N
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Transfer to RNS

n
e Wehave B, =(my,my,...,M,_1, M;) as RNS base, and M = Hmi.
i1

e We have to find Q, Q < M, such that: A * B + Q % N is a multiple of M.

® Thus the RNS representation of A * B + Q * N in BB,, is composed only of
Zeros.

e Fori=1.m, (a;*b;+ gi*n;) mod m; =0,

e We can construct Q < M,

fori=1.m, wehave ;= (m;— a;*b;) * ()

my mod m,.

1first occurred in Posh&Posh 1995
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Auxiliary base for R = (A * B + Q * N) % M—]

e AxB -+ Qx N is multiple of M
e thus R=(A*B+ Q% N) x M is possible in RNS

in a base gﬁ where M is invertible,
e A, B and N must been known in Bvﬁ

e and QQ needs to be represented in this new base.

Bajard, Didier, Kornerup
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Algorithme 2 (RNS Modular Multiplication)

Function: RNS_Modular_ Montgomery_Multiplication

Stimulus: Bases: B,, , {m;, my, - -+ ,m,}, and By, {my, My, -+ , My},
where Ml = T, mi, M = [T, m; ged(M, M) =1, M<M
integers N, A and B expressed in RNS in the two bases,
with gcd(N, M) =1, gcd(N, M) =1, and 0 < 2N < M
with A * B<M % N

Response: An integer R < 2N expressed in the two RNS bases
such that R = ABM~'(modN)

Method: Q « (—A X, B) X, N "inB,
Conversion of the representation of Q from B, to B;j
R e (A Xpus B Hpns Q Xpns N) Xpps M i B
Conversion of the representation of R from Bj to By,
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Evaluation of A X B x M~ in RNS

RNS operations in B, RNS operations in gﬁ_
lz X | RNS evaluation of Q in By,

extension of Q from B;, to gﬁ
n x using MRS conversion

w
%
N
_|_
[m

| RNS evaluation of R in B~ﬁ

X extension of R from BNﬁ to By
+ using Shenoy-Kumaresan

n moduli of By
extra modulus my 1

Y

Y

:n moduli of By,
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Allowing an offset in the residue

By the CRT

n
i=1
for some value of ot where 0 < x < n.

When Q has been computed it is possible to compute R as

R=(AB+ QN)M ' = (AB+QN+0¢MN)M1
- (AB+ QN)M ! + aN

di ‘Mi‘;:

MiZQ—FCXM

sothat R=R = ABM (mod N), which is sufficient for our purpose.

Also, assuming that AB < NM we find that R < (m + 2)N since o < M.

Bajard, Didier, Kornerup
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Evaluation of A X B x M~ in RNS

RNS operations in B RNS operations in B~ﬁ

Q=—-ABN "mod M

Extension of Q

from B to gﬁ
using the CRT

R=(AB+ QN)M!

Extension of R
from By to B
using
Shenoy-Kumaresan

n moduli of B 1 moduli of gﬁ -

Extra modulus my
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Example

We consider the systems Bs ={3,7,13,19, 29}, B/;; ={5,11,17,23,31}, the
extraf\rpodulus M. = 8 and operands A, B and N. Thus, we have M = 150423

and M = 666635.

In B,, |m, In BNn Base 10
37131929 8 511172331
All13 91425 211 8 2 5 5 26386
B15 1 925 3|1 1 12119 72931
Ni12 61127 7 |2 7 91419 14527

The computation of A X B X M~" mod N is detailed as shown in the following

table.

Bajard, Didier, Kornerup
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In B, ™m, In En Computation
2 3 5 11 8 Q «— (—A x B) x N71=143993
5 11 3 8 1 14 | Extension of Q from B, to an
1 12 5 12 6 7
0 |2 0 16 16 16
6 [0 2 14 17 29
7 14 10 0 19 20 Q = 444839 = 143993 + 2 % 150423
113 5 10 1 15/ R~ (AxB + QxN)x M
0 6 9 5 25| 1 Conversion of R through
2 3 12 12 41| 3 Shenoy and Kumaresan algorithm
2 2 2 6 17 5)
0 2 10 13 10| 3
1 0 2 13 24 6
3 (= x)
15 9 7 15 R = 55753 = (12172 + 3 % N) mod M
= (AXB XM '"modN +3x%N) mod M
1 1 9 2 23| 4]0 7 0 22 25| M2mod N = 12580 with R as input
Montgomery with exact extension
2 6 9 11 19 AB mod N = 9257
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Trick for 32 bits units

m prime, and for 0 < a<m<23 let [alm = a2* mod m
then [a + bl = [[alm + [blnl,, where the outer reduction is an ordinary
reduction modulo m.

Algorithme 3 Montgomery's M-reduce(t)
Stimulus: An integer t such that 0 < t < rm.
m,r, m’, v~ such that gcd(m,r) =1, r>m>2andrr ' —mm’ =1.
Response: An integer u, u = (tr~') mod m.
Method: q := ((t mod r)m’) mod r;

u:=(t+ gm)divr,
ifu>mthenu:=u—m,

With 1 = 232, M-reduce([alm[blm) = ab 232 mod m = [ab],,, the product
labl, can be computed with 3 ordinary 32-bit multiplications
Mapping into and out performed by M-reduce, [v%|,, respectively 1.

Bajard, Didier, Kornerup
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Conclusion

e The main advantage is that we only need identical integer channels
no pseudo floating point unit as in Posh&Posh (1995) or KKSS (2000)

e conditions are easy to satisfy
no condition of the choice of the moduli (that is the case in KKSS)
no condition on minimal value for N (that is not the case in Posh&Posh)

thus the same structure can be used for all the values less than a maximal one
e the number of channels is reduced to max(n, n)

® Less parallel steps and less total numbers operations than in Posh&Posh (1995) or
KKSS (2000)
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Posh& Posh conditions

N+N/6<M<N+N/3anddN < M < (4 +1/12)N
A, B<N+ N/6
complexity not clearly exposed but refer to conclusion 3n + 5 mod mult (55 add)

KKSS conditions

A=n(e—+5)

where € = max (2" — m;)/2" and 6 = max(xi||Mi||§11 — trunc)/my
o corrector for example 1/2and 0 < A < ax< 1

AN < (1 —A)M and 2N < (1 — a)M

A,B < 2N

complexity 2n + 2 mod mult (32 bits trick does not seems possible)

Our conditions

(24+n)N <M, M for mod mul or (24 1n)°N <M, M for exp
A, B<NM
complexity (2n + 7) mod mult (3 mul with trick)
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