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Linear Feedback Shift Registers

» Multiplication in a finite field: s X «

e 5 is an arbitrary polynomial in F | X]|
e o is a root of P in F [X]
e P is called the LFSR characteristic polynomial
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Linear Feedback Shift Registers

» Polynomial basis:
as =
(Sm_1Am—1+ Sm_2)a™ 1+ + (8100 + So) + Sp_1

So b 81 S9 S3
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Linear Feedback Shift Registers

» Dual basis:
(CVS);- — 89+1 ,J =20

—
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Linear Feedback Shift Registers

PX)=1+ X4 X% ... 4 Xdw—2 4 X
with di < do < --- < dy,_;

» Critical Parameters:

e w number of monomials
e d; tail coefficient

e d,_- head coefficient

e m degree of P
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Linear Feedback Shift Registers

» Where are they used?

e Encoder, scramblers, spread-spectrum
e Build In Self Test

e Stream ciphers
e PRNG. ..
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Outline

» Compilation
> Bit Parallelism
> Unrolling factor

» Non-Linear Feedback Shift Register

» Perspectives
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Compilation

Why studying LFSRs software synthesis ?
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Synthesis

» Implement What You See (IWYS)

e Compute one feedback
e Shift by one bit

» Single bit manipulation

e Easy for hardware
e Inefficient in software
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Synthesis

» How to improve 7

Compute more than one step in one clock cycle
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Multiple step

Van
N
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S7 S6 S5 Sy S3 S9
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Multiple step

T'=1
P P P
S8 S7 S6 S5 Sy S3 S9 S1
Sg = S0 D S2 D S3 D 84
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Multiple step

T =2
M M M
Y Y Y
S9 S8 S7 S6 S5 S4 S3 S9
S8 = S0 D S2 D 53D 54
Sg = S1 D S3 D sS4 D S5
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Multiple step
PX) =X+ X0+ X°+X*+1

56 S4 52 S0
A A A
N7 N7 <P
ST S5 S3 51
Jany Jany Jany
N7 N7 N7

sg = S0 D s2 D s3 D s4
Sg = 81 D 83 D s4 D s5
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» New parameters:

e 1 processor register width
e k£ number of feedback computed

e Improve datapath usage (bit parallelism)

e Determine the best unrolling factor (k)
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Compilation

Bit parallelism
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Compilation
PX)=X3+ X0+ X°4+ X441

S8 = S4 D S3 D S D Sy
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Compilation

Sy D S3
S; © 84

DO S92 D S
@83@81
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Compilation

Sy D Ss3 D 59
S D sS4 D S3
S¢ & S5 D sy
St @ S¢ © S5

DDDD
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Compilation

Sy b s3 D S
S; D S4 © S3
S¢ & S5 D sy
ST © Sg D Sp
sg D st D Sg
S9 @ Sg @ 87
S10 D S9 D Sy
S11 D S10 D S

DPODDDDDDD
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Compilation

» 4 kinds of windows:

e Aligned windows: nothing to do

e Unaligned windows: 1 shift

e Overlapping windows: 2 shifts and 1 xor
e [runcated windows: It depends. . .
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Compilation
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Compilation

e e o o o Em Em Em Em mm e Em Em Em Em Em e e Em Em Em Em e e mm mm mm Em Em e e mm mm mm o = = = = P
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Compilation
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Compilation
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Compilation

||||||
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Compilation
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How to get sg, Sg, S10, S11 ¢
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Compilation

S§ = S84 © S3
S9 = S5 D S84
S10 = S¢ D Sp
S11 = S7 D Sg
S12 = Sg D 87
S13 = S9 D Sy
S14 = S10 D 959
S15 = S11 D Sio

PODODDDDDD

PODODDDDDD
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Compilation

S8 — 5S4
S9 = S5
510 — 56
S11 — ST
po = 0
pr = 0
p2 = 0
ps = 0

PODODDDDDD
cooR PR LE
PODODDDDDD
COoOR I DL
PODODDDDDD
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Compilation
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Compilation

1: 1] «— vy > 2 t1 alignment
2 1o «— vy > 3 to alignment
3. 13 «— vy > 4 t3 alignment
4: 14— VgD 11 Do D 13 nartial 4
5: 1y «— 4D (ty < 4) ts completion
6: ty < 4D (t4 <K H) to completion
7.ty — 14D (t4 < 6) t; completion
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Compilation

Cost per truncated windows
Case Shifts | Xors And Subtractions
d; > k/2 2 1 0 0
- - i
<< kR[] BT | 0
di =1 0 |[k—1[20k—=1)] k-1
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Compilation
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Throughput (bit/cycle)

Compilation

w=3 —+—
W=13 -

Level of leap-forwarding k
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Compilation
Simplification and subexpressions
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Compilation

—2>F =F & ((s9 @

—2>F =F & ((s9 @

81) > > 4)

81) > > 7)
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Compilation
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Compilation

Unrolling factor
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Compilation

Throughput (bit/cycle)
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Throughput/Code size (bit/cycle) per byte

0.01

0.0095

0.009

0.0085

0.008

0.0075

0.007

0.0065

0.006

0.0055

0.005

Compilation

b

dW-2I=80

32

64

96

128 160
Level of leap-forwarding k

192

224

256
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Throughput (bit/cycle)

0.22

0.2

0.18

0.16

0.14

0.12

0.1

0.08

Compilation

/ |
Throughput ]
Code size
1 1 1 1 1 1
32 64 96 128 160 192 224

Level of leap-forwarding k

256
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Throughput (bit/cycle)

10

Compilation

Throughput
Code sizle
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%I INRIA

28



Compilation

Polynomial di | w | m

P(X) 1 | 7 |128

(1+ X) x P(X) 516|129

(X0 4+ X°+X+1)x P(X)|10[10| 134
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Compilation

Polynomial best k | Throughput
P(X) 04 0.21
(1+ X) x P(X) 512 1.54
(X +X°+ X +1)x P(X)| 256 1.52
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http://www-rocq.inria.fr/codes/LFSR/doc/

Compilation

Best k

Throughput

576

16.66 bits/cycle

576

16.66 bits/cycle
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Non-Linear Feedback Shift Register

Truncated windows

/4R M\ /4R
NI i NI
:\?/:
" S4 " S3 S92 " S1 S0

Sy = S D S3 D S354 D S4
Se = S1 D S4 D 5455 D S5
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Feedback with Carry Shift Registers

» Introduced by Klapper and Goretsky in 1994
» Like LFSRs:

a variant of Berlekamp-Massey
a Galois and Fibonacci setup

g Tor

1 S5 " S4

> 83

1 52 1 51 1 S0
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Isters
ift Regis
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Feedback with Carry Shift Registers

[

I
T

S9 S1 S0

) ) _iii 83

[]
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Feedback with Carry Shift Registers

) ) % 83

[

I
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S9 S1 S0
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Feedback with Carry Shift Registers

T T

[HN
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Feedback with Carry Shift Registers

T T
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Feedback with Carry Shift Registers

T 1
Ll L]
—H —H
L L

S5 sq [ | ss HEHAA| s2 S1 S0

%I INRIA

34



Feedback with Carry Shift Registers

. 1
Ll L]
—H —H
L L

S5 sq || ss HEHHA| s2 S1 S0
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Feedback with Carry Shift Registers

. 1
Ll L]
—H —H
L L

S5 sq || ss HEHHA| s2 S1 S0
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Feedback with Carry Shift Registers

1] 1]
Ll L]
—H —H
L L
|— S5 S4 _5[1:] 53 _5[1:] S9 S1 S0
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Perspectives

» Online code generator:
http://www-rocq.inria.fr/codes/LFSR/

» Other fields: Fs
» SIMD Intructions Set
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