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Data hiding
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A Content description anthetadataenrichmentapplications

A Embed the maximum amount of datpayload in the host
Image without perceptually distorting it

A The information embedded must be recovered without
error during the extraction stage
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Joint data hiding and compression approach
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JPEG2000 standard
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Trellis Coded Quantization (TCQ) in JPEG2000 part 2

Partitioningof ascalarquantizerinto 4 subsetsconbined Do _
to form 2 unionquantizers 0 D,
AUZDO8D2 & A1=D18D3 Dz- -
AO D2 D!) D_? DU D_? Dr’l D2 Df) D2 DU D2 1 DO
<4+ L \ 4 @ L *—@ L A @ *—p
§ -10A  8A -6A  4A  2A 0 A 3A  SA  TA  9A .. D, _ .
a(4) -5 4 3 2 1 0 1 2 3 4 5 2 D3
A D, D, D, D, D; D, D, D, b, D, D Ds o
< . * ® ° *—=o * * *® ® L 2 3
X 29A -TA - -5A -3A -A 0 2A 4A 6A 8A 10A Dl
q(4y) -5 -4 -2 -2 1 0 -1 2 3 4 5 D
- -
Subsets Pof the 2 unionquantizersA, and A, are used to 4 Dy
label the branches of @ellis D,
Quantizationis performedby running theViterbi ° D,
algorithmto find the optimalpath (minimumdistortion D,
path) throughthe trellis 6 5
1
Theleast significanbit (LSBpf the TCQ indices D, N
determine the path through the trellis [

EUSIPCO 2011 4




Outline

A Generalities
| Datahiding
I Joint datahidingand compressioapproach
I JPEG2000 standard
I TrellisCodedQuantization(TCQ)
A Joint JPEG2000 compression & datingscheme
I The TCepaseddatahidingstrategy
I Theproposedjoint scheme
I Theembeddingand extractiomalgorithms
A Experimentakvaluations
I Protocol 1: datanidingperformances
I Protocol 2 : compression performances

A Conclusion

EUSIPCO 2011




The TCO-based data hiding strategy

AThedata is hidderduring thequantization process
without any additional stage famidingdata.

A Datahiding strategy derived from the QIM (Quantization
Index Modulation)rinciples

A Integration into a TCQ approach (tréllis
A Quantizersare modulatedaccording to the data thide

A Data is embedded only in tregnificant wavelet coefficients
which have a better chance of survival after JPEG2880
allocationstage

A Selected coefficientare quantized with thexssociated
quantizer
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The TCO-based data hiding strategy

The QIM principles applied to TCQ uneprantizers

of JPEG2000 m

m=0 | m=1
A DO D2 DO D2 D. D D D D D
< O L O L 1

£  -8p -6 -4p -2
aA) -4 -3 -2 -1

A D, D, D, D

1

<+ O i O

D3
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£ Op -7p -5 -3p -
aA) -5 -4 -3 -2 -1

2p 4o 600 8mp
1 2 3 4

AUnionquantizerA,: if the bit to embed is the bit 0, then trguantizerD, is
used to quantize the wavelet coefficient. Otherwise guantizerD, is used.

AUnionquantizerA,: if the bit to embed is the bit 0, then trguantizerD, is
used to quantize the wavelet coefficient. Otherwise guantizerD; is used.

EUSIPCO 2011 6




The TCO-based data hiding strategy
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Thechoice of the branch to traverse is
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embedded
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The trellis is pruned only at the transitions D,
which correspond to theelected coefficients 3 D .

The trellis pruning is similar to Miller et al.
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The TCO-based data hiding strategy

The trellis is pruned only at the transitions © < >C
which correspond to theelected

coefficients

1 b ™ -

2 D@
Aif the bit to embed is the bit 0D, and D,

are used to quantize the wavelet coefficient.3 b, @ .

Trellis structure remove the red branches 4 D =

at the considered transition o
5 D _

6 D _

7 DT »
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The TCO-based data hiding strategy

The trellis is pruned only at the transitions ©
which correspond to theelected . b -
coefficients

2 b @ _
Af the bit to embed is the bit 1D, and D,
are used to quantize the wavelet coefficient.3 b, -

Trellis structure remove the blue branches 4 b =

at the considered transition
5 D,

6 D _

7 Dy C >
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Selection of the wavelet coefficients included in the data

A Computation ofselectionthreshold U, for each
code-block

A Coefficients are selected if their TCQ Indices havi
their absolute magnitude bitgreaterthan Ugp

A Data is hidden in the least significant bit<S@ of
the TCQ indices of theelected coefficients

Note : in order to avoid destruction of those LSBs (path in the
trellis) by the JPEG2006Fptimisationstage, they are
moved to a higher bit plane position.
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The TCO-based data hiding strategy

v

Transition 1
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The TCO-based data hiding strategy

/ D
Transition 1
Selection no no
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The TCO-based data hiding strategy

Message 0 1
Do Dy Dy - Dy Dy
0 >
2 D2 D2 D2 D2
1 D, - D, D, D, D,
Do Dy Dy Dy Do
2 Dl— D—L D—L — D—L D—L
Ds D, D, D, D,
3 D - D D; D; D
Dl Dl Dl Dl Dl
Do . D, L> D, D,
4 2
Do D, Dy D, Dy
. Do D, D, - D, Dq
D, D, D, D, D,
5 Do = Dy D, D Dy
D, D, D, D, D,
D, D. D. - D. D,
7 >
Transtion 1 2 Ds 3 D; 4 D,
Selection  no yes no yes no
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The TCO-based data hiding strategy

Message 0 1

Selection no yes no
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message tdide

[annmmn}wdb o o o

TCQ Cis -
Pre- Forward quantization EBCOT distorsion Verificationof |p5tanhided
processing Wavelet with Data (Tierl optimization the presenceof image
Transform Hiding encoder) (Tier2 the hiddendata |, .. - -,

encoder)

Selection —
thresholds F——— Coefficients
computation I selection |

The joint JPEG2000 encoder/data hiding embedding scheme.
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Iterative embedding algorithm

message tdide

XMﬂﬂMMﬂ]MCD P P @

TCQ Rate
Original Pre Forward quantization EBCOT distorsion Verificationof | patanided
S processing Wavelet with Data (Tierl optimization the presenceof image
g Transform Hiding encoder) (Tier2 the hiddendata J ...

encoder)

Selection —
thresholds F—— Coefficients
computation I selection |

t

1. Computationof the selectionthresholdsUg,
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Iterative embedding algorithm

message tdide

XMﬂﬂMMﬂ]M(D P P @

y

TCQ Rate
Original . SEOELE quantization EBCOT distorsion Verificationof |p5iahided
S processing Wavelet with Data (Tierl optimization the presenceof image
g Transform Hiding encoder) (Tier2 the hiddendata | ... -
encoder)

Selection

thresholdls ——— Coefficients
computation selection

1. Computationof the selectionthresholdsUgp

2. Selectionof the waveletcoefficientsincludedin the datahiding
process
I Determinationof the hidingpayload
I Generationof the message thidem

I Pseudaandomshufflingof the messagen with a secretkeyto obtain
the messag® EUSIPCO 2011 13




Iterative embedding algorithm

Original
image

message tdide

[XMHHMMI‘I]MCD ® P @

'

Rate

e
Pre- Forward quamizgﬂon EBCOT distorsion
processing Wavelet witin 55 (Tierl optimization
Transform Hiding encoder) (Tier2
encoder)

Selection Coefficients
thresholds > i
selection

computation

1. Computationof the selectionthresholdsUgp
2. Selectionof the waveletcoefficients
3. TCQguantizationwith datahiding
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Iterative embedding algorithm

message tdide

XMﬂﬂMMﬂ]M(D P P @

TCQ Rate
Original . SEOELE quantization EBCOT distorsion Verificationof |patahided
S processing Wavelet with Data (Tierl optimization the presenceof image
g Transform Hiding encoder) (Tier2 the hiddendata | ... o

encoder)

Selection Coefficients
thresholds > i
: selection
computation

Computationof the selectionthresholdsUs,
Selectionof the waveletcoefficientsincludedin the datahiding process

1
2.
3. TCQuantizationwith datahiding
4

Verificationprocessafter R-D optimization stage of JPEG2000
i Extraction of the embedded messageQ

i if 0 &bthen Stop
else Modify the selection threshold value for the considered ebldeks where erroneous

bits were found and Go to 2
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Extraction algorithm

1. Decodingof the imagebitstream

2. Inverse TC@Quantization
I ForeachreconstructedTCQ index :
- If the absolute magnitude bits of the TCQ index
is greaterthan Uy then extractthe LSB bit

3. Invertthe shuffleto retrievethe hidden
messagenm
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Experimental results

Evaluatiorprotocol 1 : Datahidingperformances

A 200 test images of 8 bits/pixels and size 512 x 512 (BOWS
data base http ://bows2.gipsalab.inpg.f)

A 5 levelsof waveletdecomposition onetile, no ROtoding
A Variation of thebitrate from 2.5bppto 0.2bpp

A Selectiorof the coefficientsincludedin the data hiding
process within the wavelatoefficients ofthe HL, LH and HH
detail subbands of alfesolution levelgxcept the firsione

A Payloadandimperceptibilityconstraints
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Experimental results

Protocol 1 : Dathidingperformances

Bitrate (bpp) | 2.5 bpp 2 bpp 1.6 bpp 1 bpp 0.5 bpp 0.2 bpp

Average 11.257 11.203 11.143 7459 3683 1659
payload(bits)

Minimum 1261 1261 1261 1261 1090 410
payload(bits)

Maximum | 37.313 | 26.180 21.809 12.732 5946 3129
payload(bits)

Table 1 Hidingpayload obtainedon 200 images fadifferent bitrates

AHighhidingpayloads

AAt higher bitrates, more bits are hidden

AThe payload decreases as thitrate decreases

AThe hiding payload is dependent on the content of the original image
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Experimental results

Protocol 1 : Dathidingperformances

Bitrate (bpp) 2.5bpp 2 bpp 1.6bpp 1 bpp 0.5bpp 0.2bpp
AveragePSNR (dB)| 48.34 47.10 46.31 45.00 43.24 41.23
AverageSSIM 0.9890 | 0.9851 0.9817 0.9713 0.9469 0.8944
MinimumPSNR (dB| 40.11 38.86 36.70 34.18 29.75 25.95
Minimum SSIM 0.9773 | 0.9655 0.9482 0.8871 0.7857 0.6279
MaximumPSNR (dB 53.82 52.97 51.83 51.77 52.30 52.23
Maximum SSIM 0.9951 | 0.9951 0.9933 0.9889 0.9852 0.9821

AAveragePSNR > 40 dB for hitrates
AAverage SSIM remains above 0.9 up tobpg2
AGood perceptual quality of the data hided images

AThe proposed joint scheme exhibits good quality performances in terms of PSNR &

SSIM
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Experimental results

Evaluatiormprotocol 2 : Compression performances

A 7 well knowntest images of size 512 x 512 : Lena,
Gold, Girl, Barbara, Bikeeppersand Clown

A 5 levelsof waveletdecomposition, onetile, no ROI
coding

A Variation of thebitrate from 2.5bppto 0.2bpp

A Visualquality (PSNR & SSIM) andmparisonwith
JPEG2000
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Experimental results

Protocol 2 : Compression performances

Image Lena Image Clown

Visualquality comparisonn terms of PSNRvith JPEG2000
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