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Previous work

Digital images:

“Magnified portion of the noise

Camera ldentification Camera identification

« [1], [2]: Statistical features studies
« [3], [4], [5]: Photo response non-uniformity
* [6]: Improved PRNU

Digital flatbed scanner
* [7]: Frequency domain
« [8]: Spatial domain
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Previous work

Medical images:

[1]: Noise characteristics in CT-Scanner manufactures.

[2]: Device identification in 2D radiography images.

« [3]: CT-Scanner identification based on sensor pattern noise.

[4]. CT-Scanner identification based on reconstruction algorithm.

[1] J. B. Solomon, O. Christianson, and E. Samei, “"Quantitative comparison of noise texture across CT scanners from different manufacturers,” Medical physics, vol. 39, no. 10, pp. 6048-55, October 2012.

[2] Y. Duan, G. Coatrieux, and H. Shu, “Identification of digital radiography image source based on digital radiography pattern noise recognition,” in Image Processing (ICIP), 2014 IEEE International Conference on. IEEE, 2014, pp. 5372-5376.
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Separation intfo layers

A: Airimage, T: Tissue image, B: Bone image

[20] G. N. Hounsfield, “Computed medical imaging.,” Journal of computer assisted tomography, vol. 4, no. 5, pp. 665-674, 1980.




For each layer

Original layer slices Denoising slices Slices of noise Layer noise slices
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Nolise exiraction

Extract the noise component for the tested slice
n=s-—F(s)

: noise component
s: slice

F(): denoising function[1-4]
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International Conference on, Mar 1999, vol. 6, pp. 3253-3256.
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Nolise exiraction

Example: Original image of head and its three layers

a) Original

b) Air layer c) Tissue layer c) Bone layer



Nolise exiraction

Example: Original image of thorax and its three noise layers

B0

a) Original b) Air layer c) Tissue layer c) Bone layer




RPN

Example: RPNs from three different CTs using different layers:

S1: Air RPN S2: Tissue RPN GE: Bone RPN
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Experimental images

Siemens 1 Siemens 2 GE
Nb of 3D volumes 20 20 20
Nb of images 7572 7279 5088
size (pixels) 512x512 512x512 512x512
Bits per pixel 16 16 16
Nb yff images to compute RPN | 3343 3756 2092
NU of tested images 4209 4523 2996




Results
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|denftification accuracy

Siemens 1 | Siemens 2 | GE No ID

Siemens 1 | 81.23 % 929 % 323 % | 6.25 %

Siemens 2 | 4.75 % 83.63 % 4.24 % | 1.38 %

GE) .27 % 403 % 81.81 % ‘&89 %0
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Conclusion

A new direction for medical device identification.
Applied on real data.
High identfification performance.

Future work

Possibility of aftacking this kind of RPN.
Influence of image modification.
Influence image compression on our proposed
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