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Digital images:

• Camera Identification

• [1], [2]: Statistical features studies

• [3], [4], [5]: Photo response non-uniformity

• [6]: Improved PRNU

• Digital flatbed scanner

• [7]: Frequency domain

• [8]: Spatial domain
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Camera identification



Medical images:

• [1]: Noise characteristics in CT-Scanner manufactures.

• [2]: Device identification in 2D radiography images.

• [3]: CT-Scanner identification based on sensor pattern noise.

• [4]: CT-Scanner identification based on reconstruction algorithm.
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Separation into layers
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A: Air image, T: Tissue image, B: Bone image
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For each layer
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For each device
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Noise extraction

Extract the noise component for the tested slice

𝑛 = 𝑠 − 𝐹(𝑠)

n: noise component

s: slice 

F(): denoising function[1-4]
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Noise extraction

a) Original                                            b) Air layer                                          c) Tissue layer c) Bone layer
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Example: Original image of head and its three layers



Noise extraction

a) Original                                            b) Air layer                                          c) Tissue layer c) Bone layer
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Example: Original image of thorax and its three noise layers



RPN

S1: Air RPN                                                        S2: Tissue RPN                              GE: Bone RPN
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Example: RPNs from three different CTs using different layers:
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Experimental images17

Siemens 1 Siemens 2 GE

Nb of 3D volumes 20 20 20

Nb of images 7572 7279 5088

Size (pixels) 512x512 512x512 512x512

Bits per pixel 16 16 16

Nb of images to compute RPN 3363 3756 2092

Nb of tested images 4209 4523 2996



Results18

Test slices of tissue layer from three CT-Scanners



Results19

Test slices of bone layer from Siemens 1



Results20

Test slices of air layer from General Electric



Identification accuracy21
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Conclusion 23

Future work

• A new direction for medical device identification.

• Applied on real data.

• High identification performance.

• Possibility of attacking this kind of RPN.

• Influence of image modification.

• Influence image compression on our proposed
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