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Adaptation of index calculus (Gaudry//Diem)

Algorithm

Input : P,Q € E(Fgn)
Output : z such that Q = [z]P

1. Factor base : F ={(z,y) € E(F4n) | x € Fy}
2. Compute relations :

[a;]PBb]Q=Pi&---®P,, P,eF

until having #F + 1 such relations (p = %)

3. Linear algebra Z[Aj -a;]P @ [Aj - b5]Q = Op(p,n)
J

Complexity

. ~ o 2
For n fixed, O(q2 n) (Gaudry, pprint 2004 and JSC 2009 / Diem, ANTS 2006)
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Problem : point decomposition

Given
o Re E(Fy)
o F={(z,y) € E(Fpn) |z €Fy} C E(Fyn)

find Pi,...,.P, € Fsuchthat R=P ®... D P,

Algebraic method

Modelling the problem as a polynomial system {gi,...,gs} and solve this
system.
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Related work

Joux, Vitse : eprint.iacr.org/2010/157
Use of hybrid approach (specialization of one variable)
@ decrease the cost of solving system

@ add an exhaustive search on [,

= limits the size of [Fy, ¢ ~ 230

This work

@ Decrease the cost of solving system in comparison to Gaudry//Diem
method.

@ No exhaustive search, complexity linear w.r.t. log(q).

= for n fixed, no limit on ¢
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Solving polynomial systems

Let S={p1 =0,...,p, =0} where p; € K[z1,...,z,],

Solving § <= compute Vi ((p1,...,ps))

Problem : How to compute Vk((p1,...,p¢)) ?

J.C. Faugere, P. Gaudry, L. Huot, G. Renault ECDLP and polynomial systems C2, 05/04/2011 5/21



Grobner basis

Property

If V| <00, s >n and G is a Grobner basis of (p1,...,p,) w.r.t.
lexicographical order with 1 > ... > xz, then G has a triangular form

hl,l(l'l, Ce. ,xn), .. .,thl(l’l,. . .,.’ﬁn)

hn—l,l(xn—la I’n), sy hnfl,kn_l (xn—la xn)
hin ()
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Solving polynomial systems

Let S={p1 =0,...,p, =0} where p; € K[z1,...,2,],

Solving § <= compute Vi ((p1,...,ps))

Problem : How to compute Vi ({(p1,...,pe)) ?
Solution : Compute a Grobner basis w.r.t. lexicographical order of

<p17 cee ’p5>-
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Solving polynomial systems

Let S={p1 =0,...,p, =0} where p; € K[z1,...,2,],
Solving § <= compute Vi ((p1,...,ps))

Problem : How to compute Vi ({(p1,...,pe)) ?
Solution : Compute a Grobner basis w.r.t. lexicographical order of
<p17 v ’pf>-

Procedure
1. Compute GB DRL (F,/F5)
2. Compute GB LEX (FGLM + Issac 2011 J.C. Faugere/C. Mou)

~ O (n‘”'d”g +n- nbsol‘“)
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Curve representations

Weierstrass

E:y?=z34ax+b

Edwards
(Edwards, Bulletin of the AMS 2007)

Ey: 2?4+ 92 =14 da?y?

VP = (z,y) € E, P = (z,—y). where d # 0,1 and d nonsquare.

VP = (z,y) € E, 6P = (—x,y).

v
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Contributions

Precise study of the Edwards (Jacobi intersections) representation

Use of symmetries

l

Simplification of the algebraic modelling
of the point decomposition problem

l

In practice : +100 solving time

~> action linked to the 2-torsion point
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Summation polynomials in Weierstrass representation
Semaev, Technical report 2004

Projection of point decomposition problem
Pt o)) = (1,0, 90) O Fgnlzr, .,

Let E be an elliptic curve defined over K. For all m > 2 the mth
summation polynomial is defined by V(xz1,...,z,) € K,

fm(xl,...,xm) =0
. =
El(yl’ 7ym) € Km s.t. VZ’PZ = (x’uy’t) € F and Pl DD Pm - OE(K)
~¥m > 2, f,, is symmetric

Property
If E is defined by a Weierstrass equation then deg, (f,,) = 2" *. J
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Application of summation polynomials

Problem

We want to find P1,..., P, € F ={(z,y) € E | € F;} such that

R = ]Cﬁ D 69.[%1 _— jiﬁ D G?-E%1 OR=

where R is a fixed point in E.

Or

Solution : Weil restriction on summation polynomial

Fyn : n dimensional IF-vectoriel space

(m=n+1) fot1(21,..,Zn,TR) = OF,n = Zgole,..., n) - W

- S={p0,...,n-1} CFylz1,...,zn]
= { - n variables, n equations of maximal degree 2"(
- solutions in [F,

n—1)

v
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System symmetrization
fot1(x1, ..., Tpn,xR) sSymmetric — Vi=0,..,n—1, ¢; symmetric
- S:{9907-‘-7()07171}CFq[xla-“yxn]Gn

Theorem
S
Fylz1,...,2a)"" =Fyler, ..., en)
where ¢, = E Tiy Tiy * * * Ty, 1S the kth elementary symmetric
1<41<i9<...<ip <n
polynomial.
v

Corollary

S ={(p0,---y0n-1) CFylz1,...,25] ° Se, CFyler, ..., en]

l @ n variables

change of variables ey, ..., e, @ n equations of maximal

| degree 271
8671 = <d}07 OO 7"/}n71> C Fq[el, aoog en]

@ solutions in F,
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Summation polynomials for Edwards curves

For all P = (z,y) € E4 we have ©P = (—z.y).

Po-®bn=0p __ | (©P)8 - ®(©F) =05
fm(asl,...,wm) =0p , fm(—l‘l,...,—l‘m) = OIFqn

Problem

= deg,, (fm) = (2"7%)?

Solution : = <> ¥y

Summation polynomials for Edwards curves : f,, o 1(y1,. .., Yn, YR)-
Algorithm adaptation : F = {(z,y) € E4(Fsn) | y € Fy}
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Semaev modelling: Weierstrass vs. Edwards

Weierstrass
LEX Grobner Basis of Sg,, :

( e + hl(en)
ea + ha(en)

en—2+ hp—2 (en)
en—1t hn—l(en)
hn(en)

o deg(hy) =271

o |Vg| = 2n(nD)

J.C. Faugere, P. Gaudry, L. Huot, G. Renault ECDLP and polynomial systems C2, 05/04/2011 14/21



Semaev modelling: Weierstrass vs. Edwards

Weierstrass Edwards
LEX Grobner Basis of Sg,, : LEX Grobner Basis of Sg,, :
( €1 |+ hl(en) e1+ hi (en—la en)
es + hQ(en) e2 + hQ(en—la en)
en—2 + hn—Q(en) en—2 + hn—2(en—1a en)
en—1+ hn—l(en) hnfl(enfla 6n)
hn(en) L hrn(en)
o deg(hy) =271 o deg(hy) = 2(n1)°
o deg,  (hp—1)=2""
o Vx| = on(n—1) o V| = on(n—1)
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Group action

Definition
0 d:GxXV —V
e YveV, ¢(ld(G),v) =wv
° Vg,g € G, Vv eV, ¢(g,0(q',v)) = ¢(g9',v)

Action on the points (geometry)
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Group action

Definition
0 p:GXxV —V
o YveV, ¢(ld(G),v) =v
° Vg,g € G, Vv eV, ¢(g,8(q',v)) = (99, v)

Action on the points (geometry)
P® &P, =R <— PP POPs® --- &P, =R
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Group action

Definition
0 p:GXxV —V
o YveV, ¢(ld(G),v) =v
° Vg,g' € G, Yv eV, é(g,8(q',v)) = ¢(g9',v)

Action on the points (geometry)
he - -®oP,=R << PBeoP OPsd - --®P, =R
(yla"'ayn)GVR <~ (Z/2ay17937~~,yn)€VR
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Group action

Definition Property
Eq: 2?2+ 9% =1+ d2?y? has a 2-torsion VP = (z,y) € Eq(Fgn),
point 75 = (0, —1) i.e. [2]T> = 0g,. PoT, = (—z,-y).

Action on the points (geometry)
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Group action

Definition
Eq: 2?4+ y? =1+ dz?y? has a 2-torsion
point Tp = (0, —1) i.e. [2]T2 = 0p,.

Property
VP = (,y) € Ea(Fyr),
PEBTQ = (—SC, _y)

Action on the points (geometry)

P® - @®P,=R <— (PLoT)®P,0T)®P;d - - ®P, =R

For any combination of an even number of T5.

I

n .
s ) = 27! solutions
Pt 21

©[3
[
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Group action

Definition Property
Ey: 2%+ y* = 1 + do?y? has a 2-torsion VP = (z,y) € Eq(Fgn),
point Tp = (0, —1) i.e. [2]T2 = 0p,. PoT = (—z,—y).

Action on the points (geometry)
Po - 0P, =R < (PAoT)® P,oTh)®dP3d---®P, =R
(3/17---7yn) eV (_y17_y25y37"'5y’n) € Vg
For any combination of an even number of T5.

I

n )
s ( ) = 2"~ solutions
21

1=0
y

SIE]
[
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The Coxeter group D,
Definition
D,, is the symmetry group of the n-demihypercube.
Dy, = (Z/22)" ' 1 &, = #D, =n!. 2"}

(Z/27Z)"" : sign changes on an even number of {y1,...,yn}.

Example : n =3

Ds is the symmetry group of the 3-demicube.
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The invariant subring of D,

Property

fn—i—l(yb- .. 7ynayR) € ]Fq"[ylw o 7yn]Dn
= 0i(Y1,---,Yn) E]Fq[yl,...,yn]D” foralli=0,...,n—1

Theorem
]Fq[yla cee 7yn]Dn = Fq[pQ, cee ap2(n—1)7 en]

n
°op; = Zy,’C the 7t power sum
k=1

n
e, = H yi the n'" elementary symmetric polynomial.
k=1
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The invariant subring

Corollary
S =(p0,.--yn-1) CFyly1,...,yn]
change of variables*p2, <+ P2(n—1)s €n
v
SDn = <M07 s ,,U,n_1> C ]Fq[p% <y Po(n—1), en]
n—1
where Z %(yh v ayn) : wi = fn-l—l(yla cee 7ynayR)
i=0

Sp, : new system such that #V(Sp,,) = #Vr/#D,, = #V(Ss,) /2" .

Complexity of FGLM +2<("=1) with action of T5.
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Semaev modelling: Weierstrass vs. Edwards

Weierstrass Edwards
LEX Grobner Basis of Sg,, : LEX Grobner Basis of Sp,, :
e1+ hy (en) p2+h (en)
ez + ha(en) P4+ ha(en)
en—1+ hn—l(en) P2(n-1) + hn—l(en)
hn(en) hn(en)
o deg(hy) = gn(n—1) o deg(h,) = 9(n—1)?
° |VK| — on(n—1) ° |VK| _ 2(n—1)2
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Some practical results
Magma (2.16-10) implementation (Intel Xeon 2.93 GHz with 120GB RAM)

o #IF, : 16 bits
n System DRL LEX Total
Deg | Time(s) | Deg | Time (s) | time (s)
W. sym 8 6 4096 460 466
4 E. Sym 8 0 518 188 188
E.D, 12 0 512 3 3
5 W. sym 16 00
fob E. Sym 16 00
88 "E D, 2 10° | 65536 | 10° 2-10°
en=4
7T, (bits) 32 | 64 | 128 | 160

W. sym | 7049 | 6490 | 7446 | 6559
Total time (s) | E.sym | 1499 | 1511 | 1657 | 1534
E. D, 52 57 65 81
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Conclusion

Summary
@ Edwards + Jacobi Intersections : action of 2-torsion point
@ New change of variables <— symmetric group + 2-torsion point
@ Practical improvements
> solving time 100
> n = 5 solved
> complexity of point decomposition problem linear w.r.t. log(q)

Perspectives
@ 4-torsion point of Jacobi Intersections curves

o Genus > 1
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