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‘ Outline

" « Sensor Networks » vanilla flavor
" Tools for development

= SensLAB : Very large scale open platform
for deployment / experimentation

= SensLAB Applications
= Links with robotics ?

Sens



‘ Enabling Technology for

S C i enC e the complex

Perceive ... the imperceptible
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\The (A) Promise of Sensor Networks

Dense monitoring & analysis of complex phenomena over
large regions of space for long periods

Many, small, inexpensive sensing devices
Frequent sampling over long durations
Non-perturbing

Compute, communicate, and coordinate
Many sensory modes and vantage points

Close to the physical phenomena of interest
Observe complex interactions
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Embedded Networked Sensing

Many critical issues facing science, government:
* Public call for high fidelity and real time
observations of the physical world
* Networks of smart, wireless sensors can reveal
the previously unobservable
* Designing physically-coupled, robust, scalable,
distributed-systems is challenging

The technology will also transform:
* business enterprise (from inventory to
manufacturing),
* human interactions (from medical to social)

© INRIA / Photo Keksonen
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' ENS: Embedded Networked Sensing

Embed numerous devices to monitor the physical world

Network to monitor, coordinate and perform higher-level identification

Sense and actuate adaptively to maximize information return

o i
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In-network and multi-scale
processing algorithms to achieve:

»Scalability for densely deployed
sensors

»Low-latency for interactivity,
triggering, adaptation

» Integrity for challenging system
deployments

Sens 6



‘ Wireless sensor networks

= A great recent technological success
" Many applications

9 Environmental

- Security

-4 Automotive

3 Health

9 And many more

= Still a hot topic in both the academic and
industrial worlds
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'Some classical topics

MAC protocols = Constraints:
Neighbor discovery * energy efficiency
1-1, N-1, 1-N routing ? real-time

: 4 QoS
Leader election et
protocols '

clustering protocols | *

time synchronization 4
protocols H

activity scheduling
etc.

Time
Synchronization
and Nodes
Localization

Object Detection,
Localization&
Tracking
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‘AAeasures

" Classical metrics:

4 Bandwidth
4 Latency

= Energy
3 Global energy consumption
4 Max energy consumption
4 Network lifetime

" Network lifetime
2 First node to die
0 x% of dead nodes

4 Based on coverage /
connectivity properties

3 Given by the application
operation

Sens
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\ Performance Evaluation

" Simulation

= Analyse
4 Stochastic geometry
2 Percolation Ll e 3
2 Process algebra t&“}‘
2 Markov chains 7% NI
N
;;: e W}fh# ; 1

= What to analyse
4 Which radio model ?

4 Which network models ?
4 Which modeling precision ?
2 Which protocol parameters ?

Q

o 0O 0 0 0 0 0 0 0

Network simulator
SHAWN

SENSE

QualNet

COOJA
Bonnmotion
OMNeT++

WSNet / WSim
TOSSIM
OPNET

Sens
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‘ Simulation and prototyping tools

Application Specifications

and Constraints

'

Hardware Platform

1
: |
1 1
! T
] ]
1 ]
B | AL : !
i | s : Distributed Simulati
WSNet simulation @h Lewvel ]k@ : Im]‘J]LTr!Lniznmn : istributed Simulation
_ _ : Choices : WSim + WSNet
i Software Specilication ; ]
Distributed application | — Application j Bofware Cress—compiler
protocols — Network protocol ' | Implementation towal s
— Olperating System :
! 1
1

Target binary ready for deployment

High Level Design of Distributed Application Design Implementation Choices Performance Evaluation and System Validation

High-level design to implementation, test and performance
evaluation
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‘ Network and wireless simula’rion
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'WSim : Full platform simulator

____________________________________________________________________________________ r

Platform
description

Application

Network

‘r
Binary ( )
Elf file | Simulator | _J

Y

Flazh

-

cC1In0 Deployment

Radio

lcibgﬂ b16 bits 4 i +Ebits‘f

Real hardware

Wi

Extemal Serial
interface
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\ WSim

= Full instruction set support for the target
microcontroller

= Cycle-accurate simulation

= Accurate simulation of peripherals
— timers
— interrupts

— cycle-accurate simulation of communications
(e.g. UART)

= External peripherals (radio modules, display ...)

= A full system debug and performance analysis
framework

Sens
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'WSim : debug

=20 . 00

Session Edit View Bookmarks Settings Help

[andreea@localhost wsn430-leds]$ wsim-wsn438 --ui
--trace --mode=gdb wsn430-leds.elf
WSim ©.82cvs, copyright 2085, 2006, 2007 Worldsens

[S)M=]:] X 066"
File EBun View Contrcl PEreferances Help

F Y

R MOGD D AEASEH a-EE 0xz409e| 43 = & =

wsim:pid:23516 |main.c | |led_change | |SOURCE | I
wsim:log:wsim.log 11
12 #define DELAY Ox800
13
14 woid delaviunsigned int d)
- 15
960 600 16  int i,19;
- 17 for{(3=0; 3 < O0zff; J++)
18 {
- 1o for (i = 0; i<d; it+)
\/ 20 i
- 21 nopil;
¥ |- 22 nopll);
— — 23
Lﬂ|!!shm| . }
= 2| 24 }
=1l oool- R}
Session Edit View Bookmarks Settings Help DTt e ok ok ok ok ek ok e o o
-
[ElﬂdrEEEl@]_UCEI]_hCISt binls .{msp439—gdb ‘_‘ %g **&fgi****************/
30
31 int led_state;
32
33 wold led changsf( woid }
- 34 |
- 35 LEDE_OFF();
- 36 switch (led_state)
37
- 38 case 0: LED RED QN; breal;
- 39 case 1: LED GREEN ON; break;
- 40 case 2: LED BLUE_OHN; break;
- 41 case 3: LEDS OMN{); break;
42 }
- 43 led state = (led state + 1) & 0x3;
- 44 }
45
46 /**********************
\_ 47 *
rF 48 **********************f
ki 49 int i = O;
=+ — En
L__” !_Shell | L7)Program stopped at line 43

Sens
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WSim : chronograms

File Edit Search Time Markers View Help

w ldl e @ 9 ka =i | <@ = | From:osec To:[499995539. | &5 | Marker: -- | Cursor: 4530 ms
= SST Signals Waves
- ) . 20 sec 40 sec -
at45db Time —
cc2420 blue
msp430 green
red
Signals
blue
green
red
Filter: |

Append| Insert| Replace| 1 1| [+
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‘ WSim : source code evaluation

File View Go 5Settings Help

o ©~ QG Q%] (Eneray

-]

main
Search: “ ”(ND Grouping) |-] [Iypes Callers | All Callers | Source Callee Map I
Incl. |Self |Called | Function =]
= 68.90 0.07 {0)=Zmemcpy
m=68.83 0.00 1mmain
mi68.56 0.00 1lmmos_sched_start
m 58.75 3.27 lmidle_loop
o 31.48030.63 9 939uidle mode
1 23.99122.09 9 939mdecide power save ...
1 20.66120.66 (0)mtslice_sig_int
9.88 3.14 8 mdispatcher
9.83 0.00 (O)mstart_wrapper
9.79 0.00 lmpre_start
8.52 8.52 3mclock_init
561 5.61 (0)mcheck_sleep_time
4.06 0.00 lmplat_init
1.72 1.77 19 923mmos_disable_ints
1.04 1.04 7 975mmos have alarms
0.91 0.91 215mmos udelay
0.78 0.78 (0)mmos _thread wakeup -
0.66 0.00 lmhardware_id_init
0.66 0.00 lsid_read m=168.83 %
0.48 0.02 8mread_byte 1
0.46 0.06 64 dread_bit
0.42 0.00 lmcc2420_init mos_sched_start
0.34 0.00 lmcc2420_gpio_init = 68.56 %
0.26 0.02 9mmos mem_alloc . -
0.24 0.03 4mmos thread new / C—9.81 % BO58.75 %
0.23 0.23 Smflag_block
0.17 0.00 lmstart
0.17 0.00 lmwos_main
0.12 0.01 lmcom_init
0.08 0.00 lmreset ﬂ:31'48 o E123.00 %
0.08 0.07 1lmsched_init
0.07 0.07 (0)mtslice_expired
0.05 0.01 smwrite_bit
0.04 0.00 lmcc2420 wait for osc E
0.04 0.01 14Icc2420_update_statusE [«] [ J L]
T [ ——— Lo fimeemn i Caller Map l Call Graph [ Callees | All Callees | Assembler ‘
|energygrind.out [1] - Total Energy Cost: 11 968 683 449 310 |
- Senslab
w deNnsia 18



Coupling WSim + WSNet

Application binary file

GCC
cross compiler
toolchain

1
1
I
i GDB
: localiremaote
1 "
- - | debugging TCP/IP GDB

remote protocol

- :

Node simulator - - - Radio simulator
WSim -
—:; J:I ? :
y Serial comm . WSNet
software - vt UDF/IF
. i hase station serial link network packets events

Database storage

Mode simulator

WSim

Mode simulator i
WSim

Mode simulator -
WSim

i /devipts/4 ==

" Distributed simulation
Wireless simulation
Cycle accurate code simulation

Distributed debug with step by
step mode

Sens
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‘ Deploying real application

CREE i' F

£

Build new protocols / application
Specification / Design
simulation
Experimentation

Large scale experimentation is a nightmare
Fastidious for a dozen of nodes
Manual handling / time consuming / boring

Needs to have a specific scientific tool
Reproducibility is a key factor
Scientific experiment

21
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‘An expérimental Platform

SensLAB Goals
Wireless Sensor Network Platform
Large scale open to the community

Projet ANR
Kickoff 2008
Key points

Distributed on 4 remote sites
Large scale 256 nodes / site
Automated / Open

Remote access

Sens 2



‘ Experimental platform

© Academia
- INRIA

- ASAP
- D-NET
- POPS

- UPMC / LIP6
- LSIIT

_, I_NRIA Rennes =

INVI_VIIA Gre__l_ioble -

» TIndustrial
- Thales

R
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‘ Main goals

Scientific tool
Large scale »> 1000 nodes
Generic / Open
Automation
Heterogeneous
Remote access

Functionality

Non intrusive Monitoring

Energy consumption,
Radio

Activity

Validation tools
Post experiments
Prototyping, debugging,
Performance Evaluation

Reproducibility

Experiments Versioning
Log / stimuli replay

Sens
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Main goals

Hardware
Real time access
Robust
Reliable access to all remote site
Reliable (wired) feedback channel

Software
Multi applications handling in parallel
Security / integrity
Real time data access during experiments

Sens
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\Gener‘al characteristics

4 complementary sites:

Radio technology

TEEE 802.15.4 2 46Hz (TT
CC2420)

Open MAC 868MHz (TI
CC1101)

Wi-Fi TEEE 802.11b
Standard sensor

temperature

luminosity

sound -
Optional sensors

Accelerometer / gyroscope

accelerometer + GPS

Sens 2



‘ Sensor Architecture

Developed by INRTA (creative common)

Characteristic
Micro-controller TT MSP430-1611
8Mhz®@16bit
48Ko ROM
10Ko RAM
Interface Radio TI CC1101/CC2420
frequency 868Mhz/2.4Ghz
Power from -30dBm to +10 dBm
Serial unique DS2411 (6 bytes)
External IMB Flash Mem STM25P80

Varta battery with controller
MCP73861

Sens 27



SensLAB sensors
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'SensLAB Node

What is a SensLAB node ?

OPEN, /.e., no apriori on the software
Reliable feedback channel
An open node dedicated to the user
A control node
A gateway SensLAB
Open Noeud + Gateway SensLAB + Control Node
Control Node

Open Node

Gateway SensLAB ———

Sens 29



‘ SensLAB Node

Open Node and Control Node

Same technology - Simplicity / Open license
Different roles

Open Node
Totally programmable

Control Node
Not accessible by the user
Monitor the open node
Handle all interfaces

Sens
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‘SensLAB Gateway Node

Gather measures + SINK Control the nodes
Offer a communication Monitor energy
interface consumption
Deploy code Trigger faults

Optional daughter card

Optional daughter card

- SensLAB-Gw -
Expan sion Physical Physical
po SENsors Sensors po
radio | DACIADC radio

12¢
Serial nb BEL/UART nalo H Serial nb
LI

" Control node "
WSN430 v1.3

" Open node "
WSN430 v1.3

Battery J J

To DC power supply To PoE switch with Cat5 cable
or hattery for mobile nodes (Data + power supply)



Deploy code on SensLAB

Using the Gateway / IPv4
Ethernet (fixed node)
WiFi (mobile nodes / outdoor nodes)




Plate-forme expérimentale

© Résumé des fonctionnalités par site :

Grenoble Lille Rennes  Strasbourg

802.15.4

X

OpenMAC

802.11b

Intérieur

Mobilité

Extérieur

Accélérometre

GPS

BN
< Senslab
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INRIA Grenoble - Rhone Alpes
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lobal picture

e ™ 1
1
|
DB Handler I Configure & Deploy
/ \
/ \ I Node Reservation
/ \ - I :
/ \ I Node Configuration
SensLAB Node / Node Handler )
\ | Experimental Parameters
\ /
\ / 1
Bl — — — - I
Butohi Hlaiidlor : Experimental
|
| S
1
T |
1
|
Account Handler I
1 !
I F & \
W || II
Y I e
- N
I /
1
Linux VM I
I Result / Data Analysis / Visualization
1
: |
WSim & WSnet I
L ) Design / Emulate / Debug
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‘ Open tools / communi’ry

Tutorials (creative common)
Daughter cards (creative common)
WSN430 Drivers (mspgcc-430 tool chain)

0S
4 Contiki / TinyOS / FreeRTSOS

Communication Lib
2 MAC Layers / Simplicity® / Routing

etwork too

Senstools

Sens
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‘ Small Technology, Broad Agenda

Social factors
3 security, privacy, information sharing
= Applications

4 long lived, self-maintaining, dense instrumentation of previously
unobservable phenomena

4 interacting with a computational environment
" Programming the Ensemble

4 describe ?lobal behavior, synthesis local rules that have correct,
predictable global behavior

= Distributed services
9 localization, time synchronization, resilient aggregation
= Networking
4 self-organizing multihop, resilient, energy efficient routing
4 despite limited storage and tremendous noise
= Operating system
4 extensive resource-constrained concurrency, modularity
2 framework for defining boundaries
= Architecture
' 4 rich interfaces and simple primitives allowing cross-layer

optimization
= Components

4 low-power processor, ADC, radio, communication, encryption,
sensors, batteries

Sens 38



‘ Outline
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‘ Examples of Applications

" « Motion-capture » and more...
- Sport
J Rehabilitation
3 Bio-logging
" « Smart-home »
J Sensitive ftiles

= Mosar

Sens
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‘ Sensors extension

® Tnertial sensors

0 Accelero., gyro., magnet
® GPS / accelerometers

MCP1601
Voltage regulater

9.10 25,

@%Sensjgools

r network toolbox |(

Motion capture board T

C22 fs
IDG500
Dual axis gyroscope

1SZ500
Single axis gyscope

= Analogic sensors (force, pr'essur'e, EMG ...)

= Cardiometer (Polar belt
= Prototype board

MCP1601
Voltage regulator =g

Sens
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« Marathon des Sables » Sensors

= Like WSN but with more integration:
= Tri-axis inertial sensor : accéléro., gyro, magnéto
= 6 analogic input: sole pressure sensor (FSR)

= micro-SD card to log data (FAT32)

" Radio 2.4 Ghz, CC2500

Sens 4



‘ Marathon des Sables - 1

= GPS, humidity, altitude

= accelero, gyro, magheto

= force resistive
sensors

= cardio
frequencemeter

] |

14 13

B master node (t°+ humidity)

B ivu
[0 esr

I:I cardio - altimeter

Sens 43



‘ Marathon des Sables - 2

6 Stages Desert Race

Specific heel counter
for battery

Sens
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Releveur de pied - 1

Demar

= Marche Hémiplégique aprés un AVC récupération
neurologique dans les mois qui suivent, mais dans 10 a

20% des cas le syndrome de pied tombant (drop foot)
persiste.

= DI"OP foot : incapacité plus ou moins importante

a relever le pied en phase oscillante de la marche
(jambier antérieur)

= Rééducation/suppléance fonctionnelles

Sens 45



‘Releveur de pied -2

Algorithme de
detection

I Stimulateur
CJ Neeuds WSN430

I Electrodes de stimulation

déclenchement
— (7

‘\

mesures

:\-.m

B
< Senslab
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Releveur de pied -3

eélectrodes

Sens
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‘Percep

tive Floor tiles - Maia

BN
< Senslab
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‘AAosar

= Mastering hOSpital Antimicrobial
Resistance in Europe sensor network

" Individual-based Investigation of
Resistance Dissemination

< s
ﬂfﬁ r‘i—"n-iﬁ_l
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‘ Outline
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‘ Wireless sensors and Actuators

" Nodes collaborate to accomplish
distributed sensing and actuation tasks.

= Robotics & WSAN synergies

Robots are used as actor nodes

WSNs as an extension of the sensorial
capabilities of the robots

= TEEE Workshop on Wireless Sensor,
Actuator and Robot Networks (WiSARN)

Sens 51



Robots -> Mobile Nodes

INRIA Lille - Nord Europe

- - -

M.

-

G

Sens
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‘ Human interaction with robots

= Synchronous Motion Imitation by Humans
equiped with a BANET - (BIPOP)

9 A robot imitates a human achieving stepping
motions on horizontal plane

2 New device of motion capture

= Humans localisation using MOSAR
technologies

Sens 53



‘ Node localization

= WSN can be used as a new device for
robot localization

= Principles
3 Receive Signal Strength
2 Time Of flight

Sens
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‘ Sharing Methods & Tools ?

= Communication protocols

= Localization and time synchronization
= Embedded Development Tools

= Simulation tools

= Applications and Prototypes

Sens
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\ Conclusions

= A mobile robot act as a gateway
intfo a wireless sensor network

" Sensor networks take advantage of
robot’'s mobility and intelligence.

" Tools can be shared ?

" Benefits are limited only by
Imagination

Sens 56



‘ More information

Sens
=\
. Senstools

Wireless sensor network toolbox

= www.senslab.info
= SensLAB portal

" esimu.gforge.inria.fr :

= Trace analysis, source code annotation for
performance & comsumption.

= wsim.gforge.inria.fr
= Sensor platform emulator

= wsnet.gforge.inria.fr
= Wireless network simulator

Sens 57
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