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4yecTHaa MOHETA

» BeposiTHOCTb 1/2, 6pocaHns HE3aBUCUMDI
P> 4yTO 3TO 3HAYUT

> «Teopus BEPOATHOCTEN [0Ka3blBAET»



Kak NpoBepuTb?

> HOpMaﬂbeIVI UMK TMNOTE3a, 3KCMEPUMEHT,
COornacyrTca Unn Het

» Bce nocnenoBanbHocT¥ U3 100 6uTOB UMEIOT
0[IMHaKOBYI BeposTHOCTL 27100

P KaK e Torga O4HW pe3ynbTaTbhl ONpoBepratT
runotesy, a aApyrme Het?

» npumepsbl: OTK ang cnyvyanHbix 6MTOB,
paHOOMM3aLMA 3a4aHNN



TeCTMpoBaHKMeE TUMoTe3

» runotesa = pacnpeneneHune Ha UCxXoaax
» TecT = knaccmbumkaums MCXOA0B: NPOMAEH UK HET

» significance level: BeposTHOCTb (COrnacHoO runorese)
He NpPOnTU TecT



JTOBYLUKMH

P TeCT nocne 3KCnepMMeHTa
» Bonferroni correction

> OTCTYynNneHne 0 CTaTUCTUKE U MHTEPNPETaLMNA: covid

> Yexusa: cMelwéHHas Bbibopka https://www.reuters.com/
article/us-health-coronavirus-czech-tests/
czechs-pack-test-centres-in-large-coronavirus-antibody

> Kanudopnus: antibodies tests specificity
https://www.sciencemag.org/news/2020/04/
antibody-surveys-suggesting-vast-undercount-coronaviru
https://www.evaluate.com/vantage/articles/
analysis/spotlight/
covid-19-antibody-tests-face-very-specific-problem

> Hbto-Mopk 88% https:
//www.independent.co.uk/news/world/americas/
coronavirus-us-new-york-hospital-ventilator-death-rate
html


https://www.reuters.com/article/us-health-coronavirus-czech-tests/czechs-pack-test-centres-in-large-coronavirus-antibody-study-idUSKCN2252MG
https://www.reuters.com/article/us-health-coronavirus-czech-tests/czechs-pack-test-centres-in-large-coronavirus-antibody-study-idUSKCN2252MG
https://www.reuters.com/article/us-health-coronavirus-czech-tests/czechs-pack-test-centres-in-large-coronavirus-antibody-study-idUSKCN2252MG
https://www.sciencemag.org/news/2020/04/antibody-surveys-suggesting-vast-undercount-coronavirus-infections-may-be-unreliable
https://www.sciencemag.org/news/2020/04/antibody-surveys-suggesting-vast-undercount-coronavirus-infections-may-be-unreliable
https://www.evaluate.com/vantage/articles/analysis/spotlight/covid-19-antibody-tests-face-very-specific-problem
https://www.evaluate.com/vantage/articles/analysis/spotlight/covid-19-antibody-tests-face-very-specific-problem
https://www.evaluate.com/vantage/articles/analysis/spotlight/covid-19-antibody-tests-face-very-specific-problem
https://www.independent.co.uk/news/world/americas/coronavirus-us-new-york-hospital-ventilator-death-rate-latest-a9479411.html
https://www.independent.co.uk/news/world/americas/coronavirus-us-new-york-hospital-ventilator-death-rate-latest-a9479411.html
https://www.independent.co.uk/news/world/americas/coronavirus-us-new-york-hospital-ventilator-death-rate-latest-a9479411.html
https://www.independent.co.uk/news/world/americas/coronavirus-us-new-york-hospital-ventilator-death-rate-latest-a9479411.html

AJ151 YEro HYXHbI ClyYaiiHble 6UTbI?

NoTEPEMU, Urpbl, ...
BbIOOpKA B CTAaTUCTUYECKMX UCCNEN0BAHUSX
mMoAenupoBaHue no metogy MoHte-Kapno

BOOOLLE MOJENUMPOBaHMKE
BEPOSTHOCTHbIE A/ITOPUTMbI

> BbicTpas cOpTMpOBKA
> nposepka NpocToThbl
> OLEHKM NapamMeTpos

vy Vv Yyy

» kpuntorpacus (one-time pad, secret sharing)



KHUra cJly4anHoCTH

2 TABLE OF RANDOM DIGITS

00050 09188 20097 32825 39527 04220 86304 83389 87374 64278 58044

00051 90045 97 51981 50654 94938 81997 91870 76150 68476 64659
52 73189 50207 47677 26269 62290 64464 27124 67018 41361 82760
3 6! 90 20971 87749 90429 12272 95375 05871 93823 43178

0005
00054 54016 44056 66281 31003 00682 27398 20714 53295 07706 17813

Rand Corporation, A Million Random Digits with 100,000
Normal Deviates (1955)



bitbabbler (ABcTpanug)

[> o Bit
b 1101000101
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Cloudflare




TeCT: BugnMble OTKJTIOHEHUA

OneRNG [gl g2]




TecT: y?

$ sh g8
Entropy = 7.999997 bits per byte.

Chi square distribution for 102400000 samples is
484.39, and randomly would exceed this value less
than 0.01 percent of the times.

Arithmetic mean value of data bytes is 127.5025
(127.5 = random).

Monte Carlo value for Pi is 3.141912310 (error 90.01
percent).

Serial correlation coefficient is 0.000126 (totally
uncorrelated = 0.0).



TecT: dieharder

# Diehard 6x8 Binary Rank Test

This is the BINARY RANK TEST for 6x8 matrices. From each of six random
32-bit integers from the generator under test, a specified byte is
chosen, and the resulting six bytes form a 6x8 binary matrix whose rank
is determined. That rank can be from @ to 6, but ranks 0,1,2,3 are rare;
their counts are pooled with those for rank 4. Ranks are found for
100,000 random matrices, and a chi-square test is performed on counts
for ranks 6,5 and <= 4.

As always, the test is repeated and a KS test applied to the resulting
p-values to verify that they are approximately uniform.
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test_name diehard_rank_6x8
p-value 0.00000000
Assessment FAILED



TeCT: KoMInpeccop

» ckaTue 6onee YeM Ha n BUTOB: BEPOSATHOCTb MEHbLLE
2—ﬂ
» lossless decompression (CkaTve He HYXHO)

P KONMOrOpOBCKAA CNOXHOCTb: ANMHA KpaTyauLen
NporpamMMbl, MOPOXAAIOLLEN X

> anropuTMmuyeckas Teopusa MHbGopMaLmm:
CY4aNHOCTb <= (CNOXHOCTb A A/IMHA)

» $ ls -1 tmp.dat
1048576 Apr 25 14:29 tmp.dat
$ bzip2 tmp.dat
$ ls -1 tmp.dat.bz2
1040002 Apr 25 14:29 tmp.dat.bz2



I'ICGB,EI,OC]'Iy‘-Ial;IHOCTb

» ¢oH HerimaH

» x—ax+bmodN

P 4ucno T HOpMasnbHO?

> «kpuntorpapuyeckme» (SHA etc.)
» Blum - Micali - Yao

» gsl,dieharder



reHepaTopbl

vV vy vy vy vy yvyy

obLee YyCTPOMCTBO: MCTOYHUK KLIyMa»

whitening / conditioning / randomness extraction
LOCTYN K UCXOOHOMY LLyMY?

CKOpOCTb BblAa4n 6UToB

LeHa

AOCTYyN U3 NPorpamm / CUCTeMbl

open source (hard/soft)



Araneus

CEFeR X

®
K¢/, Araneus
9[’ Alea II TRNG

$$9$, crabunutpon, 100 kbits/s, raw=no, whitening=?
“The raw output bits from the A/D converter are then further processed by an embedded
microprocessor to combine the entropy from multiple samples into each final output bit, resulting in

a random bit stream that is practically free from bias and correlation”



Gniibe

$$, wym nutaHma u Temnepatypa, 3 mbits/s, raw=yes,
open source (GNU mukponpoueccop), whitening=CRC32
+ SHA-256



Infinite Noise

$$, yMHOXeHMe ypoBHA. x — 2x—1, 300 kbits/s,
raw=yes, whitening=SHA3



YMHOXEHNE YPOBHA
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infinite noise n ero moaenb



Bitbabbler

$$-$%9, electronic noise, x — 2x—1 digitization,

2.5 mbits/s default, 4 independent generators ($150
version), access to raw bits, variable discretization rate,
whitening=XOR



Bitbabbler: ymMHOXeHWe ypoBHS

100 kHz (default) 2.5 MHz 5 MHz



whitening

» debiasing no ¢oH HermaHy

> xor (0CO6eHHO He3aBUCUMbIX UCTOYHUKOB)
> NUHENHbIK onepaTop (KCAy4YanHbI»)

> kpunTtorpaduyeckne KOHCTPYKLMM

» Teopus: Santha-Vazirani, randomness extractors



Bitbabbler nocne 2 u 3 xor

(5 Merarepu)



TrueRNG
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$$-$%$$, crabunutpon + DAC,

3.2 mbits/s, 2 uctounuka wyma ($100), raw bits=yes,
whitening=XOR/CRC



TrueRNG raw noise




«OYyMenble pYyYKn»




pa3Hbie CTa6W'IVITpOHbI
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ID Quantique

$$$-$%$%9%, otpaxenune/nponét hotoHoB, 4 mbits/s,
raw=no, whitening=?



ID Quantique: cTpykTypa
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no,upo6Hee 0 TeCTax

» Hyneas runotesa Hy = paBHOMepHoe
pacnpeneneHme Ha N-6UToBbIX CTPOKax

» TecT: HebOoNbLOE MHOXECTBO N-OUTOBbIX CTPOK
P Tex, YTo He NpPoxXoadT TecT

» [0O/MKHO BbITb YKa3aHO 40 3KCNepnMeHTa



NCcTopua TectoB

Hayano onucaHo y Knyta (vol.2, 1969)

3aKOH 6onblMx uncen (#0 ~ #1)
HOpManbHOCTb No bopento

2% TecTbl Ana rpynn 6anToB

Marsaglia diehard (1985-1995): no cux nop

Brown dieharder (2005): ynyyweHHas
peanu3saums

> NIST 800-22 (2000, 2010), STS
> Simard, U'Ecuyer TestU@1 (2007)

vV vy vy vVvyysy



npuMepbl

> HeCKMMaeMOoCTb (KOMMpPECCopsbl)

» npenenbHble TEOpeMbl TEOPUU BEPOSTHOCTEN

» p-values: NycTb eCTb NPOM3BONbHASA GYHKLMA
S:B"—>R

» nnsa kaxgoro x € B” onpenenum p-value gns x
ps(x) =Pr[S(r) = S(x)] ans cnyyaittoro re B”

> ps(x) < & C BEPOATHOCTBIO He Bonblue €

> ecnu Kax40e 3HaYeHne S O4eHb MaNoBEepPOSTHO,
ps(x) MMeeT noutH paBHOMepHOe pacrnpeneneHue
Ha [0, 1]

> 1 MOXHO NpuMeHnTb Konmoroposa-CMupHOBa

> (Knuth, diehard)



HegopasymeHus: IDquantique

However, if one were to be given a number, it is simply impossible to verify whether it was produced
by a random number generator or not. It is hence absolutely essential to consider sequences of
numbers in order to study the randomness of the output of such a generator.

It is quite straightforward to define whether a sequence of infinite length is random or not. This
sequence is random if the quantity of information it contains — in the sense of Shannon’s information
theory —is also infinite.

In other words, it must not be possible for a computer program, whose length is finite, to produce this
sequence. Interestingly, an infinite random sequence contains all possible finite sequences.

(white paper)

P> OTOXOEeCTBASOT CﬂyqaﬁHOCTb C HEBbIYNCTMMOCTbIO

> (a nocnepHee NpeanoXeHMe N0XKHO)



CﬂyqaﬁHOCTb B a}'IFOpl/ITMVI‘-IECKOIZ TEOPUU

» Martin-Lof: cnyyaliHble 6eckoHeuHble
nocnenoBaTenbHOCTH

> TecT: ybbIBaloLLME MHOXECTBA NOCNEA0BaTENbHOCTEN
U, DU, D..., mepa U He 6onblie 27

P He NpOMTU TeCT: NpuHaanexartb scem U,

> cnyyYanHble = NpOXoaaT BCE TeCTbl = Npoxoaat
YHUBEpPCANbHbIN TECT

» = HayasbHble OTpE3KU HECKNUMAEMDbI



HegopasymeHus: NIST 800-22-1a

> “type | error probability of failing the test assuming the null
hypothesis Hy” (0k)

> “Type Il error probability is (...) P(accept Hy|Hy is false)” (1-4)

» Ho “Hy is false” — He pacnpeneneHue BepoOSTHOCTEN

> “Unlike a [the probability of Type | error], § is not a fixed value. {...)
The calculation of Type Il error 3 is more difficult than the
calculation of a because of the many possible types of
non-randomness”

» “If a P-value for a test is determined to be equal to 1, then the
sequence appears to have perfect randomness” (1-4)

> “For a P-value = 0.001, a sequence would be considered to be
random with a confidence of 99.9%. For a P-value < 0.001, a
sequence would be considered to be non-random with a confidence
of 99.9%" (1-4)

> [iBa HEKOPPEKTHbIX TeCTa (yaaneHsl B CeaytoLeli Bepcun)



HepopasymeHus: diehard[er]

» HenzbexHo: PASS Huuyero He rapaHTupyeT
» FAIL? nonxHo 6biTb peakoe cobbiTne

> BblYMCIEHWS BEPOSTHOCTEN OCHOBAHbI Ha
3BPUCTUYECKUX NPEANONOXKEHUSAX (M HA HEKOTOPbIX
SIBHO OLIMBOYHbIX)

» dieharder: “At this point | think there is rock solid
evidence that this test [one of the diehard tests] is
completely useless in every sense of the word. It is
broken, and it is so broken that there is no point in
trying to fix it. The problem is that the
transformation above is not linear, and doesn’t work.
Don’t use it”



OWMOBKM B MporpamMmax

» nokanbHblie U robanbHble nepemeHHble (dieharder)

>

HeBepHOe BblYMCIEHNE CTAaTUCTUKM
Konmoroposa-CmupHoga (dieharder)

HecooTBeTcTBME TecTa 1 onucaHus (NIST)

NIST: In practice, many reasons can be given to
explain why a data set has failed a statistical test.
The following is a list of possible explanations. The
list was compiled based upon NIST statistical
testing efforts.

1.

o v h N

An incorrectly programmed statistical test.

An underdeveloped (immature) statistical test.

An improper implementation of a random number generator.
Improperly written codes to harness test input data.

Poor mathematical routines for computing P-values.
Incorrect choices for input parameters.



HEOOPa3yMEHUA: SHTPOMUA KaK CY6CTaHLI,VIﬂ

> Npou3BOAMTCS reHepaTopamu U HaKanaMBaeTCs B pe3epByapax
“The central mathematical concept underlying this [NIST]
Recommendation is entropy. Entropy is defined relative to one’s
knowledge of an experiment’s output prior to observation, and
reflects the uncertainty associated with predicting its value - the
larger the amount of entropy, the greater the uncertainty in
predicting the value of an observation”

> “Each bit of a bitstring with full entropy has a uniform distribution
and is independent of every other bit of that bitstring. Simplistically,
this means that a bitstring has full entropy if every bit of the
bitstring has one bit of entropy; the amount of entropy in the
bitstring is equal to its length’ (NIST)



LIEHHOHOBCKAada Teopud MHCI)OpMaLI,l/Il/I

v

v vyyVvyy

3HTpONMS pacnpeneneHuns (Ho He BUTOBOM CTPOKM)

M UCXOA0B C BEPOATHOCTAMM p;:

H:ZPibg%
!

«CpefHee yauBIeHNe
CpefHss AJIMHA ONTMMAbHOIO Koaa (Ha CMMBON)
He 6osiblwe logm, LoCTUraeTca Npu paBHbIX p;

minentropy < k: Bce p; = 2% (oueHKa cHu3y)



BblAeneHue cnyvyanHoctm (whitening)

» bur3mMyeckui reHepatop m 6utos
> netepMMHUpPOBaHHOE npeobpasoBaHue F: B" — B”
(n<m)

> (HepaBHOMepHOe HEU3BECTHOE) BbIXOOHOE
pacnpeanenexHue patumnka P Ha B™ (cnyvaiiHas
BennumHa & € B™)

> (bnauskoe K paBHOMepHOMY?) pacnpegeneHve Q ong
F(&)
> 6nuzoctb d(0y, ;) = Maxycg. [01(A) — Q;(A)l



BbloeneHne cnyqaﬁHocm: XeélaHna U peaibHOCTb

> pusnueckn npasaononobHble npeanonoxeHus o P
> neTtepMUHMPOBaHHOEe npeobpasoBaHue F

> TeopeMma: eciin P ynoBneTBopAeT NpeanoNoXeHuaM,
10 Q = F(P) 6113K0 K paBHOMEPHOMY

> npepnonoxeHue o P: BeNiMka MUHIHTPONKS (TOraa u
3HTpONMS)

» NIST ctaHoapT: pekoMeHAayeT TakoM Noaxon u
KOHKpeTHble F

P> 0e30 BCAKMUX HA TO OCHOBAaHUM



oTpuLaTenbHbIM pe3ynbTaT: Santha-Vazirani

» SV-uctounuk: N 6utoB & ... &y, Kaxabli cneayowmi
BMT NPU M3BECTHBIX NPEabIaYLLUX UMEET
BeposTHOCTb B (1/3,2/3).

» whitening F: BN - B

> TeopeMa: Ana nboro F cywectsyet SV-UCTOYHUK &,
ana kotoporo F(&) = 0 umeet BeposaTHOCTb < 1/3
unm = 2/3.

> HMYEro NydLie He NpUayMaellb, YeM B3ATb NEPBbIN
ouT»

> 0600LLEHNE: KHMYETO NYYlLe HE NPUAYMAELLb, YEM
B35Tb NepBble kK 6UTOB»



randomness extractor

» dyHKUMS F C ABYMS BXOAAMU: ASIMHHBIM X U

KOpOTKMM R; npu 3ToM F(X, R) 61m3K0 K
paBHOMEPHOMY, eC/u

> nfMHHOE X MMEeeT A0CTaTO4HYI0 MiN-3HTPONUIO
> KkopoTkoe R paBHOMEpPHO pacnpeaeneHo
> X1 R He3aBUCUMDI

> CywecTBOBaHME AOKA3aHO, M AaXe SBHble
KOHCTPYKLMM eCTb

> 3aMeuvaTesibHO, HO OTKyaa B3aTb R?

» aHanormnyHbiM noaxop ncnonb3yetcs IDQuantique,
HO MaTeMaTU4YeCKM HEKOPPEKTHO



I'ICEB,EI,OC]'Iy‘-IalZHbIe reHepaTopbl

P> noaxon «MHe MOBEe3ET» (HY U YTO, YTO TECT He NMPOXOAuT, B
KOHKPETHOM MPUNOXKEHMMU 3TO MOXET HE NOBPEAUTb)

> TeopeTnyeckn obocHoBaHHbIM noaxon (Yao, Blum—-Micali)

» G: KopoTkoe n-6utosoe 3epHo (seed) — annHHas N-6utosas
crpoka (N> n)

» G BbICTPO BbIYMC/IUMO

> HuKakol BbicTpo BblumcauMblii Tect T C {0, 1} He otanuaet ot
CNy4yamnHoro:

Pr [G(x)eTl~ Pr [yeT
xe{O,l}"[ ( ) ] ye{Oyl}N[y ]
P BbICTPO BbIYUCIUMBIN R CXEMbI MOIMHOMMANBHOIO pa3Mepa

> CylecTBYHOT BMeCTe C O4HOCTOPOHHUM dyHKuMsaMM (Hastad,
Impagliazzo, Luby, Levin) 1 Tonbko ecnm P 7= NP



HaOEXHble TecCTbl

>

>

pexXeM MOTOK C/ly4aMHbIX BUTOB OT AaTumka Ha N
CTPOK X1,...,Xy ANMHbI M 1 ewé N CTpoK yq,...,¥x
TOW XK€ OJINHbI;

6epEM CTPOKY Z TOM Xe AnuHbl M (0T Apyroro
[aTYMKa, HO HE BAXHO)

NPUMEHSIEM TECT eNt K X1, ..., Xy U Y1 ®Z,...,yy®Z

eCnv BbIICHMNOCh, YTO pe3ynbTaT TecTa (),) B NepBOW
rpynne BCErha XyXe Yem BO BTOPOM, OTBEpraem

BEPOSTHOCTL OTBEPTHYTL XOpoLumil Aatumnk 1/Ch,, 10
ectb npumepHo 27 2N/2N

ID quantuque, N = 20, M = 200 mera6aiitos, ans
y;®z 235..282, pna x; 527..697



paranoid mode on

HO He NPOXOAUT HAAEXHbIN TeCT Ha OCHOBe ent (6e3
LOMNONHUTENBHOIO YMHOXEHMS HA CIIy4alHY0 MaTpuLy)



security through obscurity

» NIST pekomeHayeT (v gaxe Tpebyer)
KpunTtorpaduyeckoro otbennsaHms

» “approved hash function”

v

HO HM4yero nNnpn HUX HeE AOKA3aHO

> 1 paxe 06bl4HblE KpUNTOrpadmyeckne CBOMCTBA
XeLnpPOBAHUA HE NOMOT/U Obl



Tak rosopuT NIST

Hash_DRBG’s [the random generator based on hash
functions] security depends on the underlying hash
function’s behavior when processing a series of se-
quential input blocks. If the hash function Is re-
placed by a random oracle, Hash_DRBG is secure. It
is difficult to relate the properties of the hash func-
tion required by Hash_DRBG with common proper-
ties, such as collision resistance, pre-image resis-
tance, or pseudorandomness.



OnacHOCTH

» MCnopyeHHas nporpamMMa B MMKponpoLeccope

» 0TKa3 pM3MYeckoro AaTymka

> BO3MOXHO, 3aMacKMpOBaHHbIN whitening

» hash function kak nogcraBa oT aBTOPOB CTaHAAPTa
» 65113K0e, HO He OYeHb, pacnpeaeneHme

» last but not least: Henenble owwnbku (Nnpumep: AMD
Zen FF)



4YTO MOXET NMNOMOYb

v vyVvyy

XOT HE3BAaUCUMBbIX YCTPOMCTB
CaMOfeNnbHbIA reHepaTop
open source hardware/software

HECKOJIbKO HEAOPOTNUX pa3yMHbIX reHepPaToOpOB
pa3HbIX I'IpOM3BO,EI,MT€J'I€l71

0TKa3 oT obscure cryptography



