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HIDING COLORS; PALETTE-BASED SCHEMES:
PRINCIPLE: WHY HIDING COLOR INFORMATION ?
1. Find an index image and a color palette with: FREE ACCESS
DIGITAL PAINTING DATA-BASE] "
- A color quantized image close to the color image : L i
- An index image close to the luminance image -
- A color palette owning consecutive couple of close color ) T
2. Embed the color-palette into the index image < I- - .
2 color paletté WORKSTATION
COLOR SECURED of image database.
— L free access to grey-level images,
b key-manage access to the color information.
Quatﬁed : A « A Grey-Level Image Embedding its Color Palette », ICIP’2007
C (Index) Index « A Fast and Efficient Method to Protect Color Images », VCIP'2007, SPIE 2007
IS IT EASY FOR AN ATTACKER TO RETRIEVE THE COLOR PALETTE ?
... knowing the watermarked index image
PROBLEM FOR THE ATTACKER: For each color k € [1,K]:
Retrieve the color palette C knowing the (waternarked) Index image.
p g the ( ) 9 o - 2 M if 31, Index(in) = k, (1)
ATTACKER HYPOTHESIS: ’ % if P, Index(i)) =k
Two spatially close pixels i and j M2 e oo S """”""’”"”') R > (Z )
_shou_ld_own a similar_co!or L+ 7 ( w1 C(Ind mn) . ( ) )
if their intensity are similar. Atmdertott \GEN) and Tudes (=
MATHEMATICAL MODEL, minimize for each pixel i: const Integer NBITER: // masinum number of iteration
Procedure Colorization (): Palette
. . begin
> wis(C(Index(i)) = C(Index(j))*
7 EN(7) // TAKE INTO ACCOUNT THE L USER COLORS :
/I YL€E[L,L]. Cnew(Index(i;)) «— a
W|th w;; @ weighting value; init (Cnew);
L] 1 When Index(l) ~ Index(]) l/r:o:)TEI:{:l];Ilo?\:’?SITER reached or CONVERGENCE reached
w,.j ~ 0 when Index(i) = Index(j) begin
‘ // COPY Cnew INTO Cold
Cold + Cnew:
GENERAL COST FUNCTION TO MINIMIZE: 1 WEDATR TS BAIITS i DL 010 SR
The attacker manually sets L couples (i, c;) 1} SET TN CONFORMANCE EACH COLOR Cuew (k)
where i, is a pixel position and ¢ its associated color. i ) e W ptacls (LSRN
L end
Z > wi (C(Index(i)—C(Index(j)*+\ Y (C(Index(ir)—c)?. // RETURN PALETTE
i— JGN( ) = ﬂ“;'elurn Cnew ;
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Conclusion:

* A new indirect attack specific to color-hiding schemes,
¢ A fast and quasi-automatic algorithm
producing pleasant color images,
¢ An easy way to illegally print color versions of grey-level images.

_ .  Future schemes should take this attack into account !
Index image hiding Colorization attacked Rebuilt image knowing

a color palette image the secret key
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(*) Saint-Germain-en-Laye museum; « a young woman holding a ram »,
Jan van Bylert (1603-1671), oil on oak.



