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Efficient methods in steganalysis

» First were based on Machine Learning [KCP13]

» Deep Learning improved performance

» But it requires a significant training database
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e different image sources
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e differences in development parameters
(RAW — JPEG)
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The mismatch problem

» Differences between learning base and
test base

e different image sources
(Camera & 1SO)

e differences in development parameters
(RAW — JPEG)

» Reduce performance of the method

Objective to work with mismatch
To be closer to the real world and have a network more robust
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Limits of image bases currently used in steganalysis

> ALASKA v1 (2018) & v2 (2020): big base (up to 80k images)
with a lot of diversity. link here

» BOSS (2010): a reference base but few images (10k). link here
» Dresden & RAISE : very few images (~10k both combined).

RAISE link here

All these bases contain about 100,000 images in RAW format but
some are no longer available for download.


https://alaska.utt.fr/
http://agents.fel.cvut.cz/boss/index.php?mode=VIEW&tmpl=materials
http://loki.disi.unitn.it/RAISE/download.html
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i

Part of image from ALASKA?2 Part of image from BOSS
256x256 JPEG image in colour 256x256 JPEG image in grayscale
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Increase diversity: get as RAW images as possible

\

1,491 8,156

10,000

» Total: 127,420 images

247120

Origin of RAW images

> Size: ~ 3000x5000

B ALASKA2 M BoSs
[ Dresden I RAISE
I stego App DB Wesaturate

» Cameras: > 100
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Analysis of diversity of the images

The ISO number is the value of sensitivity of the camera sensor.

» |SO for ALASKA2 base:

1SO < 100

100 < ISO < 1000

1000 < ISO

Number

12,497

55,893

11,615

» Camera models: > 100

ALASKA?2

BOSS | Dresden | RAISE | Stego App

Number

40

7 25

26
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Processing pipeline

Dev o Split O
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1 RAW 1JPEG 16 JPEG
Original size 1024x1024 256x256
Colour image Colour | Grayscale Grayscale

To obtain LSSD database: 127,420x16 ~ 2M
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Processing pipeline

RAW | — " "y~ """ "7

1
taset
datase ! . Microconstrast tool
1 | Denoising ~05
1 p=0
\

JPEG
compression

Multi split
256x256

Rawtherapee process
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Processing pipeline

RAW
dataset

o L. Crop

PEEY EELLEDECELELEEE, \

1
! . Microconstrast tool | |
1 | Denoising —05 JPEG
1 p=0. .
\ compression
"""""""""" Multi split
Rawtherapee process 256x256

With this method, it is possible to create 1024x1024 and
256x256 JPEG images.

During the Rawtherapee process, Unsharp Masking (USM) can be used
and more values are available for the denoising.
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Parameters for the LSSD database

Based on the script[CGB20] used
for the development of the images
of the ALASKA?2 challenge®.

Other parameters could be used:
» Demosaicing: AMAZE or IGV
Resize: can be random

>
» Denoise: different range
>

Name Value
Demosaicing Fast or DCB
Resize & Crop Yes
Size (resize) 1024 x 1024
Nearest (0.2)
Kernel (resize) Bicubic (0.5)
Bilinear (0.3)
Resize factor depends on initial size
Unsharp Masking No
Denoise Yes
(Pyramid Denoising)
Intensity [0; 60]
Detail [0; 40]
Micro-contrast Yes (p = 0.5)
Color No
Quality factor 75

"https://alaska.utt.fr/
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Quality Factor (QF), a key-parameter for JPEG images

» 0: very poor quality
» 50: minimum

QF € [0,100]
» 75: our choice

» 100: best quality available

QF is linked to quantization matrices in DCT image compression.
We use only standard matrices in the first version of LSSD.

However, possible to increase diversity by changing QF.



LSSD

|—Experimental protocol

+5Q0l

Global process

Dataset Development

RAW

13/21
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Global process

RAW

> Algorithm: J-UNIWARD [HF13]

» Payload: 0.2 bpnzacs

» Type: grayscale
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Global process

Dataset Development

RAW

Steganography

Decompression
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Building different bases

» With different sizes /
LSSD 2M \

LSSD 1M

P 6 bases: from 10k to 2M images
LSSD_500k

» The smaller ones are extracted from LSSD_100k
the larger ones LSSD 50k

= same development
LSSD_10k

> Number of images = cover images
Ex: LSSD_50k = 50k cover + 50k stego
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Test base

» Extract 6,250 RAW images
from RAW dataset

» Same development pipeline
(with same parameters)

> Test base of 100k images

TST base
100k JPEG

All development
pipeline
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Test base

» Extract 6,250 RAW images
from RAW dataset

» Same development pipeline
(with same parameters)

> Test base of 100k images

TST base
100k JPEG

All development
pipeline

This test base is totally
independent of the learning base
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A new database: LSSD

LSSD

Large Scale Steganalysis Database

http://www.lirmm.fr/~chaumont/LSSD.html


http://www.lirmm.fr/~chaumont/LSSD.html
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A new database: LSSD

LSSD

Large Scale Steganalysis Database

A database of 2 million JPEG (color or grayscale) 256 x 256 images.

Different databases available for downloading separately.

http://wuw.lirmm.fr/~chaumont/LSSD.html
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To download (access soon)

A shell script to download: https://github.com/Yiouki/download_lssd

Parameters:
» Base name (-b): LSSD_10k, 50k...or ALASKA2, BOSS...
> Type (-t): JPEG or MAT
» Coloring (-c): Color or Gray
>

Nature (-n): Cover or Stego (Stego_P02 in our case)

» Output (-o0): Choose the output path
» Help (-h): Print help

Example to download LSSD_10k gray cover images in MAT format: sh
LSSD_download_script -b LSSD_10k -t MAT -c Gray -n Cover


https://github.com/Yiouki/download_lssd
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Conclusions

» Steganalysis community can find multiple usages of this base:
e scalability analysis [RCYT21]
e learning bases exceeding millions of controlled images

» Lot of important steps to develop a complete database

» About one week to develop a complete and usable base.
(Computer: 16 proc Intel Xeon(R) W-2145 3.70Ghz)
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To be continued. . .

» Create and analyze the controlled mismatch between the
training/learning and test base.
With USM, denoising, demosaicing. . .

» Use different steganography algorithms with more payloads

» Use colour in the base
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