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Abstract. Consent management is of paramount importance when pro-
cessing personal data. It is now prescribed as mandatory by regulations
such as the GDPR. This article presents a micro-service architecture
providing a protocol for access control including authentication, autho-
rization management, and externalized consent management based on
the ABAC (Attribute-Based Access Control) and the side-car architec-
ture patterns. The experimentation on a case example validates that its
integration is light and non intrusive for existing applications.
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1 Introduction

The massive collection of data endangers individuals’ privacy, raising crucial questions
about how this potentially sensitive information is managed and used. To regulate
illegal use of personal data, standards and laws have been put in place, such as the
GDPR (General Regulation on the Protection of Personal Data) [2]. The GDPR defines
consent and its specific characteristics: it must be clear, explicit, free and unambiguous
(Art. 4). Furthermore, the withdrawal of consent must be as easy as its collection. All
these rules and directives provide regulatory frameworks that are designed to protect
user privacy. However, technical solutions are missing. One of the solutions widely
adopted in practice is the introduction of General Conditions of Use (GCU) and privacy
policies. These are generally perceived negatively by users, due to their length and the
complexity of the legal jargon. Moreover, the process of withdrawing consent often
proves to be difficult. Users may have to send an e-mail or follow complex procedures.
Managing consent in software applications therefore is a challenge. It often requires
extensive refactoring of applications, which can potentially compromise their proper
functioning.
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To tackle this issue, this paper proposes a solution consisting of an access manager
based on data subjects’ consents 1, which instantiates the ABAC (Attribute-Based
Access Control) architecture pattern [5]. Consents are handled by a microservice ar-
chitecture (PRIAM-MSA) which covers all the functional requirements induced by
the GDPR. This architecture is also independent from the application, and requires
a secure connection. To this end, it relies on the OAuth2 protocol to enforce secure,
standardized management of authorizations and access.
The remainder of the paper is structured as follows. Section 2 presents the proposed
consent management solution. It shows in particular (a) the proposed microservices
architecture, (b) an OAuth2 protocol for access control including authentication and
authorization management, (c) the consents-based access controller. Section 3 details
the case study that illustrates the ability to effectively integrate our solution into an
existing application. Section 4 discusses the related work. Section 5 summarizes the
contributions of this paper and draws some perspectives.

2 Use of the ABAC pattern for consent management

This section presents a GDPR-compliant architecture for data subject consent man-
agement in RESTful applications. The proposal is based on three key elements: a
microservices architecture aligned with GDPR requirements, a secure access protocol
based on OAuth2 for data subject authentication and authorization, and an access
controller based on the ABAC architecture pattern to manage data access according
to data subject’s consent. This combination creates a consent management solution
that adapts to any non-privacy-aware RESTful application, while not being intrusive.

The following sub-sections explain each element of the proposed architecture.

2.1 PRIAM-MSA: Privacy Driven Microservices

Based on the principles and requirements of the GDPR, we propose PRIAM-MSA
which stands for PRIAM (PRIvacy Assessment Model) MicroService Architecture.
The architecture comprises six microservices. Microservices are customizable to fit
any RESTful application that processes personal data in order to make the application
GDPR-compliant. Each microservice has its own database and distinct set of features:

– Actor Management (AM)manages all actors involved in the application whether
they have direct or indirect access to data subjects’ personal data.

– Data & Processing management (DM) manages the list of personal data used
in the application. It also manages the list of all the personal data processing. This
information is needed, for example, to maintain the records of processing (Art. 30),
implement the right to know and manage the consents required to carry out new
processing.

– Right Management (RM) records and monitors all requests made by data
subjects for the exercise of their rights as mentioned in the GDPR (Art. 15–19).
It also manages the corresponding answers given by the application provider. The
RM microservice needs to access the list of processings and personal data according
to the type of requests. It has a dependency with the DM microservice.

1 Data subjects are users whose personal data is collected and processed by an appli-
cation
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– Consent Management (CM) manages consents, including their collection and
withdrawal by data subjects. The CM microservice calls the DM microservice to
list personal data processings and display their descriptions.

– Notification (N) ensures communication between the different involved actors
(application provider, data subjects, etc.). Notifications are requested by RM in
order to inform the actors concerned with the requests issued. They are also re-
quested by CM when a processing is modified in order to inform the data subjects
and allow them to revise their consents.

– Breach Management (BM) manages all personal data breaches. Depending
on the risk level, it notifies users about the data that has been breached. BM
microservice hence depends on DM, AM and N microservices. Similar to the records
of processings, records of breaches are automatically generated by BM.

All these microservices are provided through an API Gateway which centralizes access
to the individual API of each microservice.

The PRIAM front-end implements a basic front-end for PRIAM-MSA so that the
application holds UIs to access the PRIAM-MSA privacy services. This front-end can
be easily integrated into any application. The application developer can simply add a
button, a link or a menu item that gives access to the PRIAM front-end main page.

The solution meets the characteristics of consents cited in Art. 4(11) of the GDPR,
which defines consent as a free, specific, informed and unambiguous indication of the
will of the data subject. In addition, it complies with Art. 7, which mentions the
conditions applicable to consents, including the ability to demonstrate that the data
subject has given consent and the right to withdraw consent at any time.

PRIAM meets these requirements by enabling data subjects to give and withdraw their
consent simply and transparently with toggle buttons via an easily accessible UI. Data
subjects are informed as required by Art. 13 (purposes, categories of data, etc.) to
make informed decisions. Each consent metadata is recorded to demonstrate that it
has been given in compliance with legal requirements.

To secure data subjects’ access to PRIAM and enable them to exercise their rights,
authentication and authorizations are needed.

2.2 Authentication /Authorization service

Since PRIAM is application independent, adding an authentication layer is key to
secure data subjects’ access. The proposed solution enables data subjects to connect
to PRIAM without additional credentials, simplifying their user experience. It promotes
interoperability with the application and guarantees a high level of security, at least
equivalent to that of the application.

PRIAM uses OAuth2 [12], a standard authorization protocol that secures access to
online resources without sharing login credentials. OAuth2 is used to secure access to
both the PRIAM front-end and microservices. Each access to PRIAM-MSA requires
verification at the API Gateway level. Identity and authorization clients are added
as sidecars to the API Gateway so that it communicates with the identity and au-
thorization server which may be present on the application side. Figure 1 details the
authentication and authorization process based on OAuth2:

{1,2}: The data subject accesses the PRIAM front-end via her / his browser.

{3}: The PRIAM front-end checks the data subject’s authorization to access resources.
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Fig. 1. Illustrating authorization to PRIAM flow

{4}: Since the data subject is not yet logged into PRIAM, he / she is redirected to the
login page of the application’s identity and authorization server.

{5}: The identity and authorization server returns a login form to the data subject.

{6-9}: After successful authentication, the identity and authorization server provides
an authentication code to the PRIAM front-end.

{10,11}: The PRIAM front-end then requests an OAuth2 access token from the autho-
rization server with the previously retrieved authentication code.

{12-13}: The access token is returned to the PRIAM front-end. The data subject is
now connected and authorized to access resources.

{14...}: Once the data subject is authorized to access the PRIAM front-end, he / she
can exercise his / her rights. Access to microservices is carried out via the API Gateway
which is secured by the same protocol.

The Single Sign-On (SSO) capability provided by our solution allows to access all
secured resources as a single active “session”.

2.3 Consent-based access controller

Consent management is a crucial issue both for application provider, who must comply
with regulations, and data subjects, who want their personal data to be protected.
Authorization to access and use data depends on the fine-grained preferences of each
data subject.

Once consents have been collected from data subjects in a secure manner, our solution
manages the permissions to run processings and access personal data based on these
consents. Access control models have been proposed, such as RBAC [14] and ABAC [5].
RBAC defines roles that hold access rights to functionalities or services. Users can then
be given one or more roles that authorize access to services accordingly. ABAC defines
authorizations based on attributes and their values. These authorizations are finer
grained than those defined in RBAC. They best suit our needs as access to personal data
depends not only on the data subjects, but also on the fine-grained consents they give
for specific data and processings. We thus propose an access controller based on ABAC.
The architecture of ABAC is composed of four services: the Policy Administration Point
(PAP), the Policy Information Point (PIP), the Policy Decision Point (PDP) and the
Policy Enforcement Point (PEP) [5].
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Fig. 2. Instance of the ABAC architecture pattern for consent management

In the following, we explain how this architecture is integrated to our microservice
architecture to propose a design centered on data subjects’ preferences (see Fig.2).
As in the ABAC architecture pattern, we define four distinct services:

1. Consent Administration Point (CAP): the CAP serves as a centralized com-
mand center for managing access consents. Its main function is to empower data
subjects with a unified interface for giving, updating and withdrawing their con-
sents. This ensures that data subjects’ preferences and authorizations are correctly
taken into account, in line with legal and regulatory requirements.
Once data subjects have chosen their preferences, CAP records the consents in the
consent database (CDB), the database of the consent management microservice.
The CAP plays a crucial role in consent management, as the recorded attributes
(referenceId, processingId, start and end date of consent) serve as the basis for the
Consent Decision Point (CDP) to manage access control to personal data.
referenceId refers to the identifier of the data subject in the application database.
This attribute is used to link data subject’s data in the application and the corre-
sponding privacy metadata in the the PRIAM database.

2. Consent Information Point (CIP): in an ABAC architecture pattern, access
conditions are defined by attributes. In our architecture, they include the identifiers
of the data subject, the identifier of the consented processing, as well as the dates
of validity of consent: start date (date on which consent is given) and end date
(case of withdrawal of consent or end of processing).
The CIP is responsible for providing the CDP with these attributes in real time,
ensuring that it has up-to-date, accurate information to make informed and con-
textual decisions.

3. Consent Decision Point (CDP): the CDP is the heart of the assessment of
access rights. It is responsible for making decisions about access to the personal
data of data subjects, based on the resources returned by the CIP.
Consent is considered valid if it exists in the CDB database, with a valid start date
and a non expired end-date. A full consent history is kept. When a data subject
gives consent for processing, the consent is created with a start date. In the event
of withdrawal, an end date is assigned. If the data subject decides to modify a
consent, a new consent is created to trace modifications over time.
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The consent history is essential for transparent auditing and compliance with data
protection regulations. By maintaining a detailed record of consents, the applica-
tion can demonstrate that data has been processed legitimately.

4. Consent Enforcement Point (CEP): the CEP receives requests from the ap-
plication (processing that a user wishes to carry out) and transmits them to the
CDP, which evaluates the requests in the light of the data subject’s consents, and
decides whether or not to grant access to the personal data in order to carry out
their processing. Depending on the response from the CDP, immediate action is
taken to either execute or block the request.

The CAP, CIP and CDP points all are integrated into the consent management mi-
croservice. The CEP is integrated into the API Gateway, since its role is to intercept
requests and return results to the application.
Our consent management solution facilitates the exercise of data subjects’ rights, in
particular with regard to the collection and withdrawal of consents. It also enables
application providers to comply with current regulations by managing data access
authorizations and providing a tangible proof of given consents. In the following, we
will illustrate how it can be integrated into an existing application.

3 Case study: Adding consent management in the
TeaStore application

This section depicts and discusses an experimentation about the integration of our
solution into a reference RESTful web application, the “TeaStore” 2. This application,
developed by the University of Wurzburg [19], is used in various benchmarks and tests.
TeaStore does not provide any personal data protection mechanisms.
To integrate the microservices of our solution, the application has to provide a stan-
dardized set of REST API endpoints to PRIAM-MSA in order to read, update or
delete personal data, when data subjects exercise their rights.3. This kind of API ex-
ists in most RESTful applications. Otherwise, it needs to be developed but the effort
necessary to develop it is marginal as compared to the features brought out by the
integration of PRIAM-MSA. Interacting through a REST API makes PRIAM-MSA
independent from the application’s technologies. This solution does not require direct
access to the application’s databases which makes it compatible with any database
server where personal data is stored. In the case study, 4 API endpoints are exported
from the TeaStore application to PRIAM-MSA in order to manage RUD operations
and respond to access, rectification and to be forgotten rights 3.
We also integrated the basic PRIAM front-end supplied with PRIAM-MSA to provide
the application with a Web UI for privacy management. Granting and withdrawal of
consent is done via the same UI, where a list of processing operations is displayed with
toggles. Each processing operation is described in detail, including the data required
to run it and its purpose.
In the TeaStore application (see Fig.3), the recommender processing is optional and
can be activated or deactivated by the data subject. “Place an order” processing, on
the other hand, is essential to the functioning of the application; we cannot refuse

2 https://github.com/DescartesResearch/TeaStore, accessed on July 19, 2024
3 The full Open-API specification and the explanation of the configuration are both
available at: https://github.com/PRIAM-solution/PRIAM-Teastore.git

https://github.com/PRIAM-solution/PRIAM-Teastore.git
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Fig. 3. Example of the UI for giving and withdrawing consent

consent for this kind of processing (it is displayed with a grayed toggle blocked on
”On” position). To integrate the PRIAM front-end, the application developers can
simply add a button, a link or a menu item, redirecting to the PRIAM UI main page.
In our case example, a button is added to the TeaStore main page.
Access the PRIAM front-end must be authorized. Our consent manager thus integrates
identity and authorization clients as a sidecar to PRIAM front-end and the API Gate-
way. These clients interact with the application’s identity and authorization server.
If it does not have this server, the developer will have to integrate it. The TeaStore
app does not provide this kind of authorization server. We therefore use Keycloak, an
open-source Identity and Access Management server [1].
Last, to integrate access control, developers must add a filter or a middleware mecha-
nism that intercepts processing execution requests and sends them to the CEP, to check
access rights according to consents. In this case study, we added at the “service” layer
of the application HTTP requests sent to PRIAM API for checking access rights when
functions are called. The request includes the user ID (embedded in the ID token) and
the processing ID, which is by default the name of the function. If consent is granted
the normal workflow of the function is executed. If not, an INFO-level log is produced
and a notification message is returned. This message is displayed to the user by the
TeaStore front-end. As TeaStore is a Java Servlet application, a more elegant solution
for intercepting processing requests would be to use security filters, if they were part
of the original implementation of the application. Nevertheless, as we may notice, the
integration of our solution is very simple and has a minimal impact on the application.
Discussion. In a recently article, Smirnova et al. [16] highlight the challenges of GDRP
compliance. Our solution addresses these challenges by being:

– Independent and interoperable: One of the strengths of our solution is to
keep the business logic linked to GDPR requirements separated from the rest of
the application. This means that compliance with the regulation does not involve
any major modifications or refactoring to the application code.
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– Dynamic and automatic: Updates to the purpose, data or other information
related to any processing triggers a notification to the data subject, thus ensuring
transparency and offering her / him the possibility of changing his / her choices if
necessary. Moreover, it adjusts access rights automatically as consents are collected
and withdrawn.

– Proactive and reactive: The recording of consent, with the date of collection
and withdrawal, is particularly useful for audit purposes. This history is used, for
example, to verify compliance after a complaint has been reported. In addition, it
consists in anticipating and implementing measures to ensure that user consents
are obtained, maintained and respected, thus avoiding any breach of regulations
and sanctions.

– Enhanced user experience: The PRIAM UI does not display a GCU (general
conditions of use). It guarantees transparency by highlighting all processings and
collects consents explicitly. Withdrawing consent is as simple as obtaining it, as
required by Art. 7, and is done via the same UI, thus meeting requirements for
consent management from Art. 4.

– Minimum cost and effort: GDPR compliance is costly in terms of time, human
and financial resources [16]. Our solution provides an off-the-shelf implementation
of the software requirements that can be derived from the GDPR regulation doc-
uments. Beyond development effort, it also saves the need for domain experts to
collaborate with development teams to assert their right understanding of the legal
concepts of the GDPR.

– Actors notification: The notification microservice informs any processor or third
parties (Art. 4). who have access to and process data subjects’ personal data of any
changes concerning their decisions, for example in the event of consent withdrawal.
The contact details of all the processors are managed by the actor microservice.

4 Related Work

Privacy has been intensively studied after the adoption of regulations such as the
GDPR. Among the key issues, managing user consent is crucial and requires effective
solutions to be integrated to applications. Existing work has for instance proposed
ontologies and conceptual models [9] [10] [11] [17]. Despite the importance of domain
knowledge formalization and standardization, these work mainly propose conceptual
solutions that do not tackle application development with concrete software artifacts.
Other works have proposed solutions to check the compliance of applications to the
GDPR, based on privacy policies descriptions [3] [7]. Both works propose a corrective
approach that does prevent privacy breaches, as a right management architecture.
Blockchains have also been studied as consent management solutions [4], [6], [13], [15],
[18]. However, blockchain does not address directly access control requirements. It is
nonetheless a technical solution that is relevant for the unforgeable, auditable recording
of important legal information such as consents.

A microservice model including a data access control layer is proposed in [8]. It en-
sures GDPR compliance by managing status, consent validity, and roles. This solution
thus requires personal data to be stored within the microservices, implying deep re-
engineering of existing applications.
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5 Conclusion

This paper proposes the architectural design of a solution for managing privacy by
leveraging access control. Regulations like GDPR provide clear and precise recommen-
dations for guaranteeing privacy through personal data protection. One of the pillars
of privacy is consent management. Consents should be obtained from individuals in a
transparent and comprehensible manner. Their withdrawal should be performed in a
simple and accessible way.

To address these issues, this work stresses the importance of providing “an adminis-
tration console” for managing the consents of data subjects. This console enables:

1. applications providers to list the processing operations and the personal data used
to run applications;

2. data subjects to give their consents in a fine-grained way, i.e. for each processing
operation, thanks to clear and detailed user interfaces that list the purpose of the
processing, the involved personal data, etc. Conversely, consents can be withdrawn
in as simple and accessible way using toggles;

3. developers to be assisted in integrating consent management in a seamless and
non-intrusive way, by leveraging interoperability patterns, like OAuth2 and OIDC,
and the ABAC access control patterns.

The proposed solution has been furthermore specifically designed to minimize inte-
gration effort in applications. Feasibility of its integration has been concretely experi-
mented on a use case based on a reference third-party RESTful application.

As the reader may notice, the solution we propose is intended to be as least intrusive
as possible.

As a future work, we plan to complete the architecture, building on the consent man-
agement prototype developed for this paper. This includes finalizing the remaining
microservices and conducting large-scale experiments to evaluate the solution’s effec-
tiveness in managing real-world business processes. We will test across various appli-
cation architectures, such as distributed systems and monolithic applications, with a
focus on scalability, performance, and complexity. In the long term, we aim to auto-
mate the identification of personal data processing for consent collection and adapt our
approach to support other legal regulations.
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